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«Possible causes of data risks
Principles of Information Security
«Hats in Information Security
«International Standard for Information
Security Management Systems
«Techniques for Integrity and
Confidentiality

«How to securely delete files

-Health Information & Related Laws
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The ‘Wannacry’ ransomware attack

The attack has hit more than 200,000 victims in at least 150 countries, says Europol

Source: Intel. malwaretech.com
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¥ \Wanna Decryptor 1.0 B R -

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a

_ _ way to recover your files, but do not waste your time. Nobody can recover your
Payment will be raised on files without our decryption service.

5/15/2017 16:25:02

- : 4’?
RS Can | Recover My Files”

Sure. We guarantee that you can recover all your files safely and easily. (But you
have not so enough time.)

You can try to decrypt some of your files for free. Try now by clicking <Decrypt>.

Yourfies willba lost an If vou want to decrypt all your files, you need to pay.

5/19/2017 16:25:02 | You only have 3 davs to submit the payment. After that the price will be doubled.
Also, if you dont pay in 7 days, you won't be able to recover your files forever.
Time Left
e e aie i How Do | Pay?

=l

Send $300 worth of bitcoin to this address: OR Code

About bitcoin b '. t CO in
|

eadail 314  152GqZCTcys6eCjDKE3DypCjXi6QWRVEV1

How to buy bitcoins?
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«85% of cybersecurity breaches are
caused by human error. (Verizon)

«94% of all malware is delivered by email.

(CSO Online)

-Ransomware attacks happen every 10
seconds. (InfoSecurity Group)

«71% of all cyberattacks are financially
motivated (followed by intellectual
property theft, and then espionage).
(Verizon)

«The annual global cost of cybercrime is
estimated to be $10.5 trillion by 2025.
(Cybersecurity Ventures)

TIPSy

F-35 fighter jets face greater threats from
cyber-attacks than from enemy missiles

Source: Interesting Engineering <&

The cybersecurity industry is estimated to be worth
over $400 billion by 2027

Source; Ce Pro 0"_

Over 80% of cybersecurity events involve
phishing attacks

Source: CSO Online Q

Google discovered over 2.1 million phishing sites
as of January 2021

Source: Tessian &
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Information Security

Confidentiality
ANMUAL

Information
Security

Integrity Availability
ANUNSDUTEI U AT




whldANuLFev

.A21uULF8v (Risk) Aond1utlululdna:geytdanswenns (u
sduuudiv q 1wu nSwegau doya Fotdev tudu
«d1unIsdtduviIuvavavAASIBULNUASDEIN1FVaA Y
Aond1udalidov lunisikusaisdiv q lulwun
«d2UUDLAISAULNAAIUAAYD:LAYITOVAUAISHIVIUYDY
stuullazdayaluszuuldue U JayYasIgNISAIYATWUDY
JdUs8lu RIS kdadoyaniwalrenivsvantiulu PACS
+douvavRSuusaisavidAyAanisldSuusaisAAuNILA
UAd1ugndav uaztiusavidoyaddudliagivikuizau
+AJWLFEVD:TUDEAUKa180aTuAISHDISEUT AvUUIVTUTY
A IUSURQuauvavlAstWevAulaauklvAIUU K1ALGD:
GovinisvanisAlkuizau LiavdiAawansznualuiIsadona
[alukargiDQuoavavAns
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-3ovlk3 (Vulnerability) »:0A31uku18luuvaasaunaid
anldlunislrudlogyukivd 21210UNIVABDUWILODS LASD
U189 SOUALAIUNIYATIWLIEU UAAA Jdya KSansSwaau
«Mogrvds:aksonticivludiu KintlanvBlasluldsu
n1sqQua Ao1dLluvavnivikylukdIvalgruiynsanalhklaa
AdIULdgKk1gaanswdaula
+d2UNIVADUWILODSDKUIEEHDYDONIDADAIUISALDIELT
uilagluldsuaueyra uahale vlugdoaya KSamlik
stuuluaiuisalkusaasla

*N1VAISUSKISLIUUAAA LEUWUTAYLIURAALEAD1V1DTEE DV
nvaistdlgviuszuvuvulnd WiuUeydRlduazskaniun
goluldanenian WolduamatedoyakioAaaondouan
UrenSatoyaoavAnsaanldla t0udu
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-AgAnA1U (Threat) tDuladsnisuanndowans:znuno
lRiifiawaldedansweins nSwadu doya Fo1d90 yav
KUDEVIUKSDOVAAS DKartnkaltgUds:zlANLB U
«AYANAIUDIAUAAANIYUDADVAAS LEUAISLDIESEUU
1AW UKIVA Arslasassu arslpuduuudAdASSUTVAU
(Social engineering) KSaUuaudnisnivdadnginls
Kaanaludoaya tJudu
«AYANAIUDIAUAAANIYIUDVAAS LEUAISLALAU A1S
vlugdoya aisrhviurawaralasluiavis (Dudu
-AgANAIUDINAYSSSUB1A tuthnou IWIKO uWudulko
WiW1 tduau

-AANATUDINENTII:UDQdDU AITUTU Wuazoav aistAi
AdIUSaU A1Ss$ITU aslgviuadrvluikuizau Dudu
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TECHNOLOGISTS

e T : A2IULFIVCADIVANS

gz Risk analysis e
WumsdtAs1RANULEEY KEomsAude BuAnuFEeviudiucy q Aere:iAadu
AxnuEev (Risk calculation) Wums 16 Wursavudiredisa Wihdu SaAAe
LOSgUMSAUATANATY QDU SIUEID ssuutAdathgdadon GoAdsinisAAW
wans:nuAIAQGUALAUANUIFIKIE LLALOSIUMSSUNANSNU

yovdaya NMSKYAMLIUYDIVSIUU KSD
WInSzNLTDIFUVUDVIVANS

*m A uEdgvnaavUdavau

=
WundudevnladnisdrsoauazAnwv soudvaaardunanudrAgyua=ikunkunawans:=nun
9191AQUU LazlkAmAuUIR=WuluaazAULEIY IWDLOSYULLWUSDVSUANULEsYNILUU
GovUavau

uatduanuid@gonidlomainadulage UanudiAyaons:udumsiviuLazdnans:nutlu
IVANY WUlULLWUASLAITDAY AULFSLAYAADD1DLUUISOVYDIVSEUULASDUI8TQUDYD
RIS k3o PACS kgariu douudaviassuuwumssavsuluaseitkarittdudiu
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AISUS:LITUANLAYY 11U
AYANAIUNIVADUWILODS

e misUs:zlIUAULFEVS:AUS:UU (System-level
vulnerability assessment) ilumsus:idutioK1a0
92USIUAVYILIKIYIVS:UUADUWILODSLLAA:IASVATE
viumMeluwun

e AsUs:lIUANUIEDVS:=dULASate (Network-level
risk assessment) WumMsUs:zLlOUANUIEDVCD
IkansaiNoPIaNans:NUKEDALANATUYDVS:UU
ADUWILODSSIUAYS:=UULASDUNgMEluLLWUAKSDMUlU
Isowegnuna

e misUs:zliuAUIFEVS:GUaAnS (Organization-
level risk assessment) 10unsus:LGuANULIEDIU
mws3uua\)a\)ﬁnsw‘\'?as:qﬁaQﬂmuua\)a\)ﬁnshamsv
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N AISATUDUANNNLAYY
RISK CALCULATION)

e WWumMsMUdurans=NUIDUMIBU WaldUs=naumisaadulaiu
msdidumsuAlukdaldandsiunisgudgonans:nudvnaid lag
Wa1seunavAUs=naUALT

e mMidurrociol KSa ALE (Annual loss expectancy) Wusuou
Bufma:lumnidermedol

e MIFuK1aconsy k3o SLE (Single loss expectancy) Wu
Swoudufma=lumnidorxiodonsy

e Tomano:tAadal ko ARO (Annualized rate of
occurrence) Wulomanman:iAadudcad

e AFK19dol (ALE) = AMduriodonsy (SLE) x Tomafa:taa
aoU (ARO)
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N AISATUDUANNNLAYY
RISK CALCULATION)

AAUIFEKIgYaLUWAS LTV INASLATWAN
AszxIANPIAQTUAULASaV LYY (SLE)
IM#Au 15,000 uindoanso Taslomana:iAadu
(ARO) Us:zuneu 10 asvcaU Tagn=Atudeu ALE
[awu

ALE =15,000 x10 =150,000 u1n




A1SPAAISAINNLIYYD

(RISK TREATMENT)

=1 AISKANLAEVAIULFED
=) (RISK AVOIDANCE)

1Iuniskanidevanuidevioiainatulagusy
Waguns:udumsimIKIAaAIUIEgOKSOWAN
S=nu Wwuwlasnisvamsisvusoavidou USB
Wokanasvmsaabsardadoyasiika U
IASDVADUWILODSTULIWUASLANLIAEITDVAU
padnwWuadu

e misloundiuidav o

(RISK TRANSFER)

WumsmelounnuidevliidusuRasauLNU WU
nsBous:AuMSsUsvSAvIs:uus1gluaviason CT
MRI K82 PACS Wudu agwlsAmus:uuAgoi

lomatlderiesuldy uad=dgsSuRasaulumsuAly

LazMGoentaadulnu
Y Y
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(RISK TREATMENT)

i=] NMSAQAINLEYY

Ii==] (RISK REDUCTION)
1Wumsk3slumsAduAu Yams uAly tWeaa
lomavavAnudgvikoglus:aunsuld wuda
avsawcitstavaubsa yaausulkaurigoiulu

wwun wWudu

A1sUDVUSINAIINLTYYD
(? (RISK DETERRENCE)
WunisaalomatunmsantWutvavaisl»ud wu
astandaovivastda msaathutdou AMsWULEY
a>vluusaumv q msus=aiAulguiguas
ankurewsauunavinshgaulkRlGvIUSUU

]

nsiu Wudu

3]

L A1S8IUSUAINLEYY .Q
== (RISK ACCEPTANCE)

WWunisgausuAMULFLUUY LHaWDISEUTILAIN
luAaumKSaluawsamidlunvuhud wuyam
msuAlukSalavAunduAU gondyanIvavdoya
KSoaUnsal nswdauna:unlov

VO YL
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A1SAQAIINLAYYD

nmsauAvnvMgnIwW (PHYSICAL CONTROL)

WWumsvamsusudsus:uumuAMemMwIKAIUIKUIEU 1BUMS
JauvvwunniaNudAsyaondndrumvuuad (zoning) ms
A UAUMSIINANUN ARy (access control) msdas:1Ggu
a1svadvauasailazmsiduangdeyayraulkiidus:zuuidudu

a1sAaduAunvalutnaiin (TECHNICAL CONTROL)

lunsigsawddsSEdIeluNMsAIUAL AsdddU LYIGaUAIUAIIU
Janane wusawdislovaubsa msiinskadoyandAey msid
aunsailwsiroad (Firewall) lumsrouAumIsigvIUNSWENASUU
LIASDUY

A1sAdUANGIUAISUSKIS (MANAGEMENT CONTROL)

Wumsdalkidulourg LwudNMLUYUGLIU ARS:LTYU ANSDUSU
ynalns souavuudNviumsvavIvyananguanniIuIuRUn
viunmgluavAns Wudu




usnivaisdavaungnnnIuyaya
svaings:g:lna (arus:=uv)

e Ualgviuuazusudsvsawcuossayvinulaoany
(KWuUoauunuavegagiaua kialduadasad
ilAdauntdu launapauwaaas unutda luads
[BoudaAutrdatnalsaronliusan

e asdadaulkluindsawdudstavaunguuidu
AsauAauMIsUavAUDALA:LYVLIADUMSADWIU

UoyaLULLa:2ADINLASIVUIVW(EVIU(ULDAIDSY



usnivaisdavaungnnnIuyaya
svaings:g:lna (arus:=uv)

— N

o KInldLIULASEVALDUS:UUURUGAS Windows TR
Waldviu Automatic update uazGadavlusunsu
USuUsvlkiie nuinwsauldou

e lumsifoudalngathomeuanlsvoweiuialsulndo
yrgdutnastia nasusulsinalulagwu msdavau
laomsasddaauialdgonaiuisadas:auANu
JaoasfguazanuuiitadiovaviSulsdnautinsu




usnivaisdavaungnnnIuyaya
svasnois:o:lna (aruulauvre)

o [U(GUsyGNISlBLIUSUUSIUAU

o [UundSslEsKarWIULGYIAUKAEYS:UU

o TuaASKAWUTARDUNSIU Wins:AvAAINTUR
Quas:uu

e [UpakSaUuunnsKawu

o [UavskamulaglGlnsAwN da KSaN1SaL
JoAIUWIUS:UUdULNBSLUN (Instant messaging)

e onIAS:UU (Log-out) Walulgviu

o WagusKarWulaua lasldskanunuandivau
Ka18yQ O1UIVSDU

e 13U nA 90 Ju pUASU 5 ya



aslssKkaniunvasany

o {FAdWLDNIKUIELALIA 7 dAYsTUTU

e +JAISWANAUS=KIIVIAUYSI{KayLan

o <(FOlavlusKamwiu 1-2 M

o +[TONUSWIAWLEU % & ! @

e ‘kanNLABVMSIEAINUSSIUWDUIUASU

o kANAIVASIGIUN Nzbousa WasInsAWN Kk
aaduRIAgITIVAUIDYIVUNYT

o KANAIVASIGANEDKUIEVIU KEDTDKUIEVIU

Cr
VL .— %L %I. O




Awesome password generator for kids
W Follow ] 1k Lixe

About Dino’'s Passwords
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BSu (Worm) intuauUuawiAyADaIuISaLLWSASEDEI V(G
aaluutogivsials) [UgviaSavdue) WIUNIYLIASDUNY a1u1sa
MargkSamMauas19lkAuUS:=uU

(B¥oVNIVNISF0a1SKSDLLUUGISUDVLIASDUNUIKLASDUIE B
WY A LWIVISEsIUlumMslhudiuudflasasikusais DoS
(Denial of Service) Wkuns:u3

BsSuuUsINNaFgdavIkduavusns (Service) vaviuladd
Lad(GuovmvunisiiouaalUgoinSaunguavS-UULND LLWSASDE

DOV

uciﬁwUmsé‘wmons'-uuUf] nsduladdlauarsSaly (Wsioadda

Audovmuistdoaudan3SulEa: :hganislhudkSauwsas=aala
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Malware :

[$a (Virus) wWuldsunsunaiuisadacdaoinlwaktuvlugvanlwa
kKuvAeluszuulagdIaula KSod1ALASIVYKULIUTLIASOVIUWIU
AsuWvmIluaulwaksoalusinsuy

diuisamalgansatds sowdids Uoaya lagilionauWILAISKSD
loadsulUsunsuduntubsandzivudigwunu mMiKkuws

as=DalugolAsSavdUu

UTIDASLEIISAASIVYAREV (KU LWOSIWSTVKS DGO U
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Malware

[Usuinsukaonalvrdalond (Hoaxes) 10ulUsunsuni
Jaaus:zavAlkWlsrinuwagv laganluliaads=avAsie uanoin
wAdavMskaonNUU

aunud (Scams) wWumstdvovnvnsdoars lagRlukIvGD:
raonlKAUBUBIYIKAD laglsdwdlunmskaonlklUaingoyaddu

0D WU Urydsuims Kglavuasiasaa wastindoayadldlsno
o1sey1nssuaalu

Wugv (Phishing) k3o wusudalwwv (Brand spoofing) 1su
91ey1nsUaaumduddunumnuseniikusals PACS 11aiuo
UeyBriduazskaniu wWudu




Malware

avrews (Spyware) Wuldsunsuntaioutdulusunsundud
[avkavuaurhanassufluldsumsaugaudARIEMIULEU AU
JoNadduMuavKig wuvoyavasiAsaa Jayaueydsuinls Kso
Jsuwagumsavalutadov wuagukinnaguavlusunsuiu
WsBasEvasvANUSIAMeylunsivu

waaws (Adware) Wullsunsuluwandumnd=wakincdvlky
Juun UASLaPSIVRLAUTUSUASUATATEVIUTAWS LaziHvag)
[av1nldsSuAUBUgaUMARILE BOUIVASLAILISAESIVAIL
S1meyazmikus:ansmwilumsimuvavRldua:tnsavaaav




Malware

sutnastiannf Wulwauuudannu (Text file) n5uludldasv
[5lulnSovnouwWILODSUBYHIGIWDUURNTDNAWTONSSUUDVKIG
anAldulrSaviionannnkulgdiksSulAudayavavrigvIuBulsd

aevIsAmuiduwvidulsdlawsguiwsulsunsulWasIusIU
goyacv ¢ Nagluanfd IWadUNSUWATNSSUYDVKIELIUIEV U
LBulsdlkutvlaglbuviknlsnsiu




A1SLW1S:OY (Monitoring)

asunuamuulauig WunasuvaulduiasaissaviAuUaQne
(Kiuldomuulaug

lagova:lmsasivdou Log lagimkunnmadeilalunseun
KUdgVIUUNUDULASOY [UuAKSalgsawdlsvansiluuaaluud
Ala

(MdYvIUMSASIDAdU log Iumsa\)uuu'w PACS, RIS soufiv
Database ARgrdavdle iWaqdaRawaiadv g Aalu
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ASWdaaunsiuadau
(Authentication)

mswaounsiucdau (Authentication) wWumsasidaauilsn
dGovAsavdaldnlgviuksoanndu (Log in) s:UUABUWILODSKSD
1ASDUNY LlazasddaauM st UgvairuavdukSatiovkiuy

S:UUMISWERUIOUDBBOWIESIUAUSKAWIU KSD a1SNAISQ
kSolulawdnlsumsuanuaigtaia szuudadlukun Wudu

nAs:uUN{BLIUAISIS:uUNISWEDUCD AU WU RIS, PACS soulU
av Workstation v ¢ (uttwunsvadINeN




S:UUQSIDIUNISUASA
(Intrusion Detection System)

e S:UUASIDIUMSUASA K3D IDS (Intrusion Detection System) 1Wus:uuasIdIULLA:
LYIADUAYUULASDUNE

o MuthnAdedyayraunuvluediksuasipduudvidautlolnmsunsalings:uutAdailuKss
s:uundUWILORSlagrluKILD

o aursadvlsudrunavouuazdruldmudnald sz:uuasivdumsunsangdnAudho
sowdwstovaubsasoadstiadviunataov Nolutadavlumabaciv o tASav
Workstation wa: Diagnostic workstation vovuwng soufiviasovuuiig PACS RIS
wa: Database Gy '

IDS uuveantlu 2 Us:zinnAd
e Host-based IDS dksuasindunisuasaliiuIlulnSavAduWILaODS
e Network-based IDS dnsuasinaunisynsaldiuilulnsSaue



Firewall

wssead (Firewall) Wuauasainrmkiinasioaaumstidonsweins
yavs:uUIIAMEUDA FosbudovaadvAaunaivs:k3vautnasiiianu
inSauvngmelu laga=daviikuauuiaua=us:ansnIwA1SHIvIUYDY
WsseaalhkikuizaunudsuisudoyalulnsSauie

Wsraaarhviulagmsavnnkso Rules
-UaAaumsiiouda (Block connection)
-ausynamsiiouca (Allow connection)
-auyI0Msioudalawrznasivasuudivanans

]

Workstaion

Gy | —

Firewall Workstaion

L]

Workstaion

IDS System



LWl

VPN (Virtual Private Network)

ingathedirudiiaiau (Virtual Private Network: VPN) 10utnalulagn
yoelumsiioudalASavAdUWILODSIANMEUDNBVANSLINGIASD U1
meluavAnslagaAgindatioaisisauzwu dutnasida Gvmsidouco
wuund@danuidgvmaneanmutdu deyasilkardeandndudoya
StKI1ONIV
WWatWuANuUasanslumsidaudatndavonnmeuantdiwilutnotiedv
subudavimsiiskadoyalunmisidoude tWarhlAlawiziAsavdunivtias
Jargmvtiiduna:aiuisasiudayaldogivgndon




ANSWISKAUDA
(ENCRYPTION)

mstinskadoya (Encryption) WumsuatovAnuau
(Confidentiality) uazAxwgndavuavioya nolu
S:KI1VAISSUEL KSalumisiAulwaluguasaivuunndoya
loglddanasiiu (Algorithms) v ¢

AES (Advanced Encryption Standard) WUnis
neyLULNIACIL qaudoLc 128, 192, 256, 512, 1024,
2048 Ga dvilungausulassguraludiundnulaaasis
a=msrimunsialdd uazlumidonlumsiinska
Joualukudgviusguiaansgawsmaotdd 2001

RSA (Rivest—Shamir—Adleman) Gagytauua
1024 av 2048 U
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. C:A\WINDOWS\System32\ TR SR
Archive: r
\IT-security-Related-Regulation5-03.72 v

Archive format 7z v Update mode: Add and replace files v
Compression level: Normal v Path mode: Relative pathnames v
Compression method: LZMA2 v Options

[:l Create SFX archive
Dictionary size: 16 MB v

[ ] Compress shared files
Word size: 32 ¥ [ ] Delete files after compression
Solid Block size: 2GB v ‘

Encryption

Number of CPU threads: 16 v /16 Enter password:
Memory usage for Compressing: 2624 MB

Reenter password:
Memory usage for Decompressing: 18 MB

Splitto volumes, bytes:

| [ ] Show Password
' J Encryption method: AES-256 v
Parameters:

I ' [:| Encrypt file names

OK Cancel Help
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As in Recipe 12.3, we will use IPSec Transport mode and a GRE tunnel for this encrypted router-to

Routerl#configure terminal S . W . 5 B W .

Enter configuration commands, one per line. Epd with CNTL/2Z
Routerl (config) #crypto key pubkey-chain rsa

_ Illl I I I I D O O O ' IIII I I I I D T O I D . - |
Routerl (config-pubkey-chain) #addressed-key 172.

Routerl (config-pubkey-key) #address 172.16.2.1

Routerl (config-pubkey-key) £key-string
Enter a public key as a hexidecimal number Internet

L] ..lllllll....ll.......'. '

LSRR RN R RS R RN RN RN LR "R R R R R R R EY AR )

L (config-pubkey) $30819F30 ODO6092A 864886F7 ©Dol1o101 05000381 8D003081 89028181
Routerl (config-pubkey) $EA33B519 OCDSS5EFF EDFD4723 BED73640 97981CC0 1FC83FBF 5C6DFS7C
Routerl (config-pubkey) *C5FES59D 1E055002 83B92EF4 35B69545 C3217E5F EOC32A73 44FD2373

il

Local network Local network

LI N]) BARRARRRRRRARRRRRARRIR AN SRRRRARRRRNES L] (1] Il"....llllllll...'lllllll'.

Routerl (config-pubkey) $75598BE0 B4A4E7B2 3C318C2D 3BF3B192 8B71D8C9 AlEOF929 ©E84BDAL ; cll
Routerl (config-pubkey) £BC425170 400BD26A 319E632F 4ES9649F5 BA7ADA4© 5A94B09C ©5F8414E ' Virtua Private Network
Routerl (config-pubkey) #quit : il
Routerl (config-pubkey-key) #exit -
Routerl (config-pubkey-chain) $exit

PA Ser

I
L [
[ I
[ i
I [
L [
[ I
[ i
I I
L I
! L

PACS Ser

Routerl (config) #crypto isakmp policy 100

Routerl (config-isakmp) #encryption aes 25¢

Routerl (config-isakmp) #authentication rsa-encr

Routerl (config-isakmp) fgroup 2 SITE-TO-SITE VPN (ROUTER CONFIGURATION)
Routerl (config-isakmp) #exit

Routerl (config) #crypto ipsec transform-set TUNNEL-TRANSFORM ah-sha-hmac esp-aes 256 —




ANSSAUIAINUAQATNMVYAITAIW
(Physical security)

A1soaALlUUaMI:adaunvasans (Safe
environmental de3|gn) dKSuUSzUUASAULNA

AJ—

m\)soanmom\)ﬂuauauaua\) RIS, PACS

l.kani@agvmsaadvnduuuaatliovmnkKinlidnfng
p:zlnfiv[agnn | o
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ADIUTBUDINBUAQU
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ANSSAUIAINUAQATNMVYAITAIW
(Physical security)

anhsua:)untUuHa\muauauamswmsfumom\)
S=UUCY ) doludiwatduuurnolumssavinNu
Jaoane

1.szuulwwhdisovanidu

2.5:UUAJUAUAISIINDDA LU msa\)auﬂuawu:)ua
3.s: Uumuquam:)Luaoqaumumsawsummﬂ
LASDVADUAUADIULGU LASDVASDVDINA
4.s=uulvidoungaaluut

5.s=uulovAudnAANY



asdaausu (Training)

MKin: Adsinsausukinn tWalkauisarhAiu

1 duaznsuAUEAIAYYaLAISSAVIADIUUADOAY Udla
drAeyLLlanIuauuavavAns (kAd1WsouidalunisualUov
JoyavovrRsuusms WUre uaztayanmeluavAaslulAina
mss$olka

Wauas:uu: AaslasuAnusuazinatnlkye WalkA1onu
InAlulad uazsduuunennmuiky

Uawcuulrsawduws: iWunisausuuawauulgawawsiuaiu
AsooaluullazldgulUsuasulklanany 1atnAtAATS
D1:szuulusyuuuao o

USKIS: AJSIASUS19vIULLazAIUAIKUNAEIAULASYAIS

=

aa@vsuusnyiAIUUaaane WanlamnnsitAsSItKKS
Usziduamumsad Anuidev Asanmulagidusigvuasy

>p
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Principles of
Information Security

EU Privacy Policy

EU Privacy Policy

BECULATES HEAL TH CASE PROVEERS’ COLLECTION - .
HIPAA AND DISCLCSURE [F SENSITIVE HEALTH INFORMATEN - =

REGULATES CNLINE DOLLECTION AND LSE OF c . °
COPPA NFORMATION OF CHLDREN $

GLBA FECULATES FINANCAL ISTITUTENS USE OF
NINFLELL PERSINAL INFORMATION

FCRA RECULATES THE COLLECTION AND USE OF DATA
CONTANED N CONSUMER CRECIT REFORTS

38: AR (R [(ECEPTVE ACTS
nc Ac]' :;3:?[&53_.1"# ECEPTN =

CONFIDENTIALITY

INTEGRITY AVAILABILITY

What is the Thailand PDPA?

All you need know abou! the Thalland PDPA and how it affects your website's complionce

ISRRT

INTERNATIONAL
SOCIETY OF
RADIOGRAPHERS
& RADIOLOGICAL
TECHNOLOGISTS

PDPA will come into force on June 1, 2022
*postponed from June 2021 due to Covid19
**postponed from May 2020 due to Covid19

HTTPS://WWW.SECURITYMADESIMPLE.ORG/CYBERSECURITY-BLOG/WHAT-ARE-THE-3-PRINCIPLES-OF-INFORMATION-SECURITY
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Attack MAP - example https://www.digitalattackmap.com

Dlgl[al Altack Map Top daily DDoS attacks worldwice M;

ap - Gallery - Understanding 000S - FAQ

About

July 13 2020
Showing Al

{ountries
Show Attacks @

Larpe attacks on Russia, Thailand
Germany, « 3 others

(olor Attacks By

Type

® (P Connection

® Volumetng
@ Fragmentation

@ Apphcation

Size (Bandwidth, in Gbps)

. ® . a’;

%
Shape (source + destination) : \
S, between two

= countres

ot LY

& imemal

efher Source o

e (.8

’ | EN

- WJUAL
|

nn 1wmmmmmmmwmwmmmmwmmmm.wm ]
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C & exploit-db.com GO gle google hack

https://www.exploit-db.com > google-hac... ~ wilawil

Google Hacking Database (GHDB)

The GHDB is an index of search queries (we call them dorks) use

information, intended for pentesters and security researchers.

-,
—

2021-09-10 intitle:"admin login® site:.gov

2021-09-10 "Router Name" "Router Model" "LAN MAC" "WAN MAC'
2021-09-10 inurl:login intext:"Powered by Plone & Python® -plone.org
2021-09-10 intitle:"MultiView" "MultiView Events” "MOBOTIX"
2021-09-10 Dork

2021-09-10 intext:"Admin Login" inurl:"/login.aspx’

2021-09-10 inurl /admin/login intitle panel admin site:™*.in"



ISRRT

o ID |CARDID
16895 |1
1 17632 |16
2 17638 |16
3 17643 |16
4 17645 |16
5 17664 |16
6 17720 |16
7 17930 |16
8 20021 |16
9 20022 |16
10 20023 |15
1 20024 |16

4 INTERNATIONAL S Q
RADIOGRAPHERS
& RADIOLOGICAL
TECHNOLOGISTS
UUILHEG eyl User |Passwd &2 qANa swandua lautasdsyaiyu je-mail J0uy IGroup
(toviimsradan) | No |username|password [firstname |sumame description id email acﬁvatedlproﬂle
17632 17632422
1
17638 17638535 i
2 3
17643 |17643099
3
17645 17645636 3
4
17664 17664753 2 .
S -
17720 17720710
6
17930 17930328 :‘
7
20021 20021520 "
8
20022 20022118
9
20023 20023165 ‘
10
20024 20024810 ;
1"
SR — 20025 20025722

2822




TECHNIQUES FOR Input Digest

r

INTEGRITY AND o e T —efm 2y T

~ function
CONFRRENTIALITY Jumps over ) cryprographic | loogs 468 FB7D CBEZ 823cC
the blue dog . ACC? 6Cp1 90B1 EEGE 3ABC

A hash function is any function
The red fox cryptographic
that can be used to map data of : - ,. 8FD8 7558 7851 4r32 D1CE

. . . . ek b . 7681 79A9 ODA4 AEFE 4819
arbitrary size to fixed-size values. the blue dog ___function
The "‘:::’: | “YF’L‘;gSLaphic | {rms 7FDB SAF2 CGFF 915F
The values returned by a hash tlhelbbcdogq | function S e
function are c.alled hash.values, The red fox e e —
nash codes, digests, or simply m‘l“éo., ™ fu:i:i';n ~ ™ 1799 7088 BCF8 9289 GAGC
nashes. ‘

A cryptographic hash function (specifically SHA-1) at work. A &)
small change in the input (in the word “"over’) drastically changes
the output (digest). This is the so-called avalanche effect.

HTTPS://EN.WIKIPEDIA.ORG/WIKI/CRYPTOGRAPHIC_HASH_FUNCTION



CRYPTOGRAPHIC .
HASH ALGORITHMS: - - SHa-255

- SHA-384

EXAAMPLLES - . SHA-512

e MD5: MD5 produces a digest of 128 bits (16 bytes)

e SHA-1: SHA-T produces a hash digest of 160 bits (20 bytes)

e SHA-2: SHA-224 has an output size of 224 bits (28 bytes),
SHA-256, 32 bytes; SHA-384, 48 bytes; and SHA-512, 64
bytes

e SHA-3: SHA-3 provides the same output sizes as SHA-2:
224, 256, 384, and 512 bits
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M [IServer localhost » B Database: s » [ Table: m—

] Browse ¥ Structure L] SQL 4 Search ¥t Insert =} Export | = Import ¥ More
. | l | | |

l

«” Showing rows 0 - 0 (1 total, Query took 0.0001 seconds.)
SELECT * FROM "“tbl_users’

(O Profiling [ Edit inline ] [ Edit ] [ Explain SQL ] [ Create PHP code ] [ Refresh ]

D Show all Number of rows: 25 v Filter rows: | Search this table

\

+ Options
== id name pass - ~ email status

() g Edit %cCopy @Delete 1 ] e10adc3949ba59abbe56e057f20883e |[[r—————g>gmail.com approved

1 (J Checkall With selected: 7 Edit %< Copy @ Delete =) Export

(] Show all l Number of rows: i 25 v Filter rows: ‘Search this table i
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SignUp

JOHN DOE

i JoHN o S mwowsmor
NOMo.

tmail JOHNDOE@GMAIL.COM
Email oddess..

E10ADC3949BA59ABBES6EO57F20F883E
JOHNDOE

123456

AR LR LR LR

123456
Popoot Possword

JOHN DOE
JOHNDOE@GMAIL.COM

Sgn Up JOHNDOE
E10ADC3949BA59ABBES6EO057F20F883E

1 1ogroe 1o he Tormw of Uner




L ISRRT
F) INTERNATIONAL

: SOCIETY OF

/ RADIOGRAPHERS
o & RADIOLOGICAL

TECHNOLOGISTS

REAL PASSWORD IS NEVER SAVED IN
THE DATABASE, ONLY THE HASH VALUE
OF THE PASSWORD IS SAVED

JOHN DOE

USER LOGIN
JOHNDOE@GMAIL.COM

L | vsemame JOHNDOE JOHNDOE

E10ADC3949BA59ABBES6EO57F20F883E




File allocation table

SRRy | T [

DELETE FILES

File on disk

o |1 2 |3 |4 |5 e |7 |8 |9 |10
0 |A |A B B B B JC Jc |c |C
20 Jc o o Je Je Je Je | | [
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File allocation table

File name | Creation | First

HOW TO Time cluster
SECURELY Lk 1

T2 3 *Marked as Deleted
DELETE FILES -

T4
L

File on disk l File content is still on the device

00 1 2
10 A A
20 C D

Press: shift + delete (do not put into the recycle bin)




DATA ERASURE

dd lLc ®
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DATA ERASURE
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A software-based method of overwriting the data that aims to
completely destroy all electronic data residing on a hard disk
drive or other digital media by using zeros and ones to overwrite
data onto all sectors of the device

. Overwriting
Overwriting Standard Date Pattern
Rounds
DATA Cl EARING U.S. Navy Staff Office Publication NAVSO P-5239-26!'% 1993 3 A character, its complement, random
U.S._Air Force System Security Instruction 502014 1996 | 3 All zeros, all ones, any character
. | N Various, including all of the other listed
Peter Gutmann's Algorithm 1996 1t0 35
methods
re 8] All ones, all zeros, pseudo-random
DA l A Bruce Schneier's Algorithm* "~ 1996 , ERes
sequence five times
DESI I IRU‘ :l I IION U.S. DoD Unclassified Computer Hard Drive 2001 | 3 A character, its complement. another

wn

=l

Disposition!'®! pattern

German Federal Office for Information SECUfIt';.’:"'—: 2004 | 2-3 Non-uniform pattern, its complement
Covrj'.?l.w‘.untcanons Security Establishment Canada ITSG- 2006 | 3 All ones or zeros, its complement, a
06+ pseudo-random pattern

NIST SP-800-88!"%] 2006 | 1 ?

U.S. National Industrial Security Program Operating
Manual (DoD 5220.22-M)'4!

NSA/CSS Storage Device Declassification Manual 2007 | o ,
(SDDM)y<: T
' Australian Government ICT Security Manual 2014 - 2014 | 1 Random pattern (only for disks larger than
I \

2006 [; ?

Controlsi') 15 GB)

New Zealand Government Communications Security

2008 ' 1 ?
Bureau NZSIT 402
British HMG Infosec Standard 5, Baseline Siandard:x: ? 1 Random Pattern
British HMG Infosec Standard 5, Enhanced Standard ? 3 All ones. all zeros, random

NIST SP-800-88 Rev. 144 2014 | 1 All zeros
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EXAMPLE

File allocation table

File name | Creation
Time

T1
T2 *Deleted and overwritten

13
T4
T5

File on disk l File content is overwritten depending on standards

00 7 8
10 C C

20 E
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{@" Microsoft|

Securely File Shredder

Crity Inc ¢ Utilities & tools

T —" Securely File Shredder has been developed as fast, safe and
—_— - reliable tool to shred any files and folders.

R
More

UL
Free+

EVERYONE
In-App Purchases Get
ESRB

+ Offers in-app purchases

A See System Requirements

o
&
@
@
o
e
e
o
&
@
®_



List of data-erasing software
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From Wikipedia. the free encyclopedia

This is a list of utilities for performing data erasure.

Name

Developer

Licensing

Operating system required to o
run

BleachBit

Andrew Ziem and contributors

Windows, Linux

CCleaner

Pirif.

Windows, OS X

Darik's Boot and Nuke
(DBAN)

Darik Horn

OS independent, based on Linux

4al4¥s]

Unix

Disk Utility

Apple

0sX

Eraser

Heidi Computers Limited

Windows

HDDerase

University of California. San Diego

Freeware

OS independent, based on DOS

hdparm

Mark Lord

Linux

nwipe

Martijn van Brummelen

GNU GPL v2

Linux

Patrick Verner, Parted Magic LLC

uses mostly GPL components with published source, a few proprietary components, and fee
for media/download!'L""]

OS independent, based on
Slackware Linux

GNU Project

GNU GPL V3

Unix

Mireth Technology, Burningthumb
Software

Windows, OS X

Dirk Jagdmann

Unix

Tru64 UNIX




DBAN Hard Drive Eraser & Data Clearing Utility For Business =~ Compare

Free Open-Source Data
Wiping Software for
Personal Use

Delete information stored on hard disk drives
(HDDs, not SSDs) in PC laptops, desktops, or
servers. Plus, remove viruses and spyware from
- — — Microsoft Windows installations.




DARIR'S BOOT AND NURKE

https://dban.org/

CD-ROM

Darik’:

This sof

warranty

cshall the

{rom the
'IT.‘}\.
Pres:

!)’._r__ .
Pres:

Boot and

Nuke

This software

tware 1:

of merchantab
authors or contributors be

:0f tware

use of this

s/7wid . dban . oryg/

the F2 ]'.r'l_; LO
the F3 key for
the F4 key for
the ENTER key
autonuke at 1

sof tuware Thi:

nNis pri =!ﬂl!f

irrecowvwenra h ||J .|f

provided without any

111ty or T 1tness

learn about DBAN
a 1ist of quick
troubleshooting
to start DHAN 1n

4

for a part
liable for any damage:

sof tware 1

to start DHAN i

2.4 4 oys adata

warranty: without even

provided

commands

hint:

interactive mode
antomat i«

as |is

mode

icular purpose no

implied

aril

cuent

> 1y

et
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i ) =eee |ISRR
DICOM ANONYMIZING ) -,

General:

Name

Implementation Class UIC
Implementa r
Sou
Frivat
Private Information

BRARY-100
ARY visit Anonymity:

TAG Name

Information Creato

& IM-0001-0161.dem - File Viewer Lite - m| X

UID Anonymity:

_ _ § TAG Name Value
File Edit View Image Help Plus+ Y +1 !} Like 0002, 0003 Media Storage SOP Instance UID unique
0008, 0018 SOFP Instance UID unique
A . Patient Anonymization:
0 Q @\ @ I C Eg Save As... Native Text Hex Icon TAG Name Value
0010, 0010 Patient’'s Name "Anonymized
~ Fe A | 0010, Patient 1D 0" e
File Information % W O | &' (w0 4 Resize  Border Quick Effect 0010 Issuer of Patient ID empty
0010 Type of Patient empty
) A 0010 Patient’s Birth Date
File type: DCM File (.dcm) 0010, Patient's Birth Time

0010, Patient's Insura Plan Code Sequence

Opens with: File Identifier

0010, Patient's Primary Language Code Sequence ad harge C
ize: 4 (52 ] e 0010 Patient’s Primary Languag - lodifier Sequence removed
Size: 514 KB (526,592 bytes) 0010 Other Patient IDs empty Procedure Anonymity:
Location: C:\Users\Sharpenedpr... 0010, 1 ant Names empty Name value
0010, 101 removed , 0001 Scheduled AE Title empty
Created: December 3, 2015 10:... 0010, 1 empty 0006 Scheduled ning Physician's Na empty
" 0010, 1¢ ‘atient’s Addre empty , 000b Scheduled § cation Sequence removed
Modified: November 11, 2005 7.... 0010, ance Plan Identification (RET) empty 0010 Scheduled jame empty
0010, 1 at other’s Birth Name empty , 0011 Scheduled Pro re Step Location empty
Accessed: December 3, 2015 10:... 0010, 1 Military Rank ampty 5 Medi '
= 0010, 1 y Rank empty ), 0012 Pre-! tion empty
Branch of Service empty Performed Statior e!n')t‘:
Medical Record Locator empty pPerformed Stat empty
. Country of Residence empty Performed Location empty
Image Metadata Region -:f_ﬁesﬂfn:a_ empty 0040, Billing Item Sequence removed
Patient's Tel ne Numbers aempty
Size: 512x512 LY EIRIC Sroup arvpry Results Anonymity:
- 0010 Occupation empty TAG Name Value
DPI: 300 0019, Adiiional pateent History ermpty 4008, 0042 Results ID Issuer (RET) empty
0 - 0010 Fregnancy Status empty
n: 0 Menstrual Date 1 . 4
rientatio :E,ll:]lr? L??tp.r-l:--n"qt-,]-’f-lx--:“:-- — Interpretation Anonymity:
XResolution: 0 sy okt ey TAG Name value
i og e e 4008, 010c  Interpretation Author (RET) empty
YResolution: 0 e e 4008, 0114 Physician Approving Interpretation (RET) empty
atient Breed Code Sequence Distrib e e o ) st
Breed Registration Sequ R ILIOn (e ampLy
ComprBitsPerPixel: 0 Eraad Radlstravion Nimber At 4008, 011a Distribution Address emoty
Breed Registry Code Sequence removed Equipment Anonymity: ol
B e TAG Name value
DICOM Metadata Y ol sy L _— 0008, 0070 Manufacturer empty
Resp = y
0 i 1y 0008, 1010 Station Name empty
File Meta Information Group Length: 188 ;"F: 0008, 1040 Institutional Department Name empty
mpLy AT 1 ire I ne \
2 2 priard 0008, 1090 Manufacturer's Model Name empty
Media Storage SOP Class UID: 1... 0018, 1000 Device Serial Number empty
Media Storage SOP Instance UID: 1... Y 0018, 1016 Secondary Capture Device Manufacturer empty
s 0018, 7 Hardcopy Device Manufacturer empty
Sunt s 9 empty ’ g :
Transfer Syntax UID: 1... empty 0018, 1018 Secondary Capture Device Manufacturer's Model Name empty
Implementation Class UID: 1... “: 0018, 1019 Secondary Capture Device Software Version(s) empty
. ) oty 0018, 1013 Hardcopy Device Software Version empty
Impiementation Version Name: O... mpty 0018, 101b Hardcopy Device Manufacturer's Model Name empty
Source Application Entity Title: O i 0018, 1020 Software Version(s) empty
0 0018, 1200 Date of Last Calibration empty
Spedific Character Set: I... 0018, 1201 Time of Last Calibration empty
Imane Tvne: 0O v v 0018, 700c Date of Last Detector Calibration empty
0018, 700e Time of Last Detector Calibration empty
0018, 7010 Exposures on Detector Since Last Calibration empty
0018, 7011 Exposures on Detector Since Manufactured empty

Number
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ANONYMIZE FOLDERS R

Source folder:
D:\DICOM\PatientX

4] Search all subfolders

ANONYMIZE FILE(S)

Selected files (0): " | DICOM
ANONYMIZER

DESTINATION FOLDER

[ Destination folder same as source folder

Destination folder:
C:\Users\Rutger\Desktop\AnonymizedPatientX

PSEUDONYMIZE
OPstient ID -off-

Searching folder "D:\DICOM\PatientX" and subfolders
searching for DICOM files [*.*], standby..

Searched 1 folder, found 3 files of which 3 DICOM files
Destination folder: 'C:\Users\Rutger\Desktop\AnonymizedPatientX'
Anonymizing 3 files, standby..

D:\DICOM\PatientX\84337122

D:\DICOM\PatientX\84337135

D:\DICOM\PatientX\84337148

Finished, 3 files anonymized of total of 3 in 0.03 seconds
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nternational Standard for Information Security
Management Systems

ISO/IEC 27000:2018

Information technology — Security techniques —
Information security management systems — Overview
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1. select controls within the process of implementing an Information Security
Management System based on ISO/IEC 27001;

2. implement commonly accepted information security controls;
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£ 1SO2700] (or to give its proper name, ISO/IEC 27001) is the
International standard for Information Security Management

Systems (ISMS)

An ISMS Is a set of processes that together help an organization
to manage their information security by assessing their risks and
taking action to reduce them.

The management system is simply a set of things you must do to
keep on top of your information security
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® — what are your rules on keeping
your subject data secure?

. — what are you trying to do with your data?

° — what could go wrong like
subject data leak and how can you stop it?

o —who does what in your research?

o — does everyone have the skills they need to
work with the data? s e

. — does everyone in your research team
know about information security?

° — quantifying what's going on
accessing_and using your subject data.

v — independent checks that it's all happening as
It should with your data.

. — keeping everything in your subject
data use under control.
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Health Information & Related Laws
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Personal Data Protection
Act B.E. 2562 (2019)

PDPA gau1mn Personal Data Protection Act B.E. 2562 (2019)
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B.E. 2562 (2019)
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Principles of
Information Security

EU Privacy Policy

EU Privacy Policy

BECULATES HEAL TH CASE PROVEERS’ COLLECTION - .
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CONFIDENTIALITY

INTEGRITY AVAILABILITY

What is the Thailand PDPA?

All you need know abou! the Thalland PDPA and how it affects your website's complionce
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PDPA will come into force on June 1, 2022
*postponed from June 2021 due to Covid19
**postponed from May 2020 due to Covid19

HTTPS://WWW.SECURITYMADESIMPLE.ORG/CYBERSECURITY-BLOG/WHAT-ARE-THE-3-PRINCIPLES-OF-INFORMATION-SECURITY
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