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PACS: Components

* PACS is an Information System
* Hardware: Workstation, Server, Monitor
* Software: OS, Database, Application
* Network: Communication Technologies
* Data: i.e. images

* People: i.e. Administrator, Users,
Vendors

* Policy: i.e. Workflow, Standards, Laws

2022 Yudthaphon Vichianin, Ph.D. 8
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PACS: Hardware & Software

* Monitor: Medical Grade Display with DICOM
compliance

* Hardware:
* Server: High performance machine serving multiple
clients

* Software:
* Vender specifics

2022 Yudthaphon Vichianin, Ph.D.
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Computer hardware

* Computer hardware is the collection of physical
components that constitute a computer system.
Computer hardware is the physical parts or
components of a computer, such
as monitor, keyboard, computer data storage, hard
disk drive (HDD), graphic card, sound
card, memory (RAM), motherboard, and so on, all
of which are tangible physical objects.[Xl By
contrast, software is instructions that can be stored
and run by hardware.

2022 Yudthaphon Vichianin, Ph.D. 11

Computer hardware

* The CPU (Central Processing Unit), which performs
most of the calculations which enable a computer
to function, and is sometimes referred to as the
brain of the computer. It is usually cooled by a
heatsink and fan, or water-cooling system.

* The clock speed of CPUs governs how fast it
executes instructions, and is measured in GHz;
typical values lie between 1 GHz and 5 GHz.

2022 Yudthaphon Vichianin, Ph.D 12
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Computer hardware

* Random-Access Memory (RAM), a type of computer
memory that can be accessed randomly; that is, any
byte of memory can be accessed without touching the
preceding bytes. RAM is the most common type of
memory found in computers and other devices.

* Read-Only Memory (ROM), is a type of non-volatile
memory used in computers and other electronic
devices. Data stored in ROM can only be modified
slowly, with difficulty, or not at all, so it is mainly used
to store firmware (software that is closely tied to
specific hardware, and unlikely to need frequent
updates) or application software in plug-in cartridges.

2022 Yudthaphon Vichianin, Ph.D. 15

Random-Access Memory
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Computer hardware

* The video card (also known as the graphics card),
which processes computer graphics. More powerful
graphics cards are better suited to handle
strenuous tasks, such as playing intensive video
games.

2022 Yudthaphon Vichianin, Ph.D. 17
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PACS Servers
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PACS

* A picture archiving and communication
system (PACS) is a medical imaging
technology which provides economical
storage and convenient access to images
from multiple modalities (source machine

types).

2022 Yudthaphon Vichianin, Ph.D 24
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Redundant Power Supply

Hot Plug / Hot Swap
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HIS
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HIS

* A hospital information system ( HIS ) is
essentially a computer system that can manage
all the information to allow health care
providers to do their jobs effectively.

* These systems have been around since they
were first introduced in the 1960s and have
evolved with time and the modernization
of healthcare facilities

2022 Yudthaphon Vichianin, Ph.D. 33

Hospital Information Support System
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RIS

* Radiology information
systems (RIS) are computerized
databases that are utilized to
track, manipulate, and
distribute patient data and
imagery.

* RIS is the core system for the
electronic management of
imaging departments.

2022 Yudthaphon Vichianin, Ph.D.
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RIS Functionality

* Patient registration and < Reporting and printout

scheduling * Result(s) delivery
* Patient list management including faxing and e-

« Interface with modality mailing of clinical reports

via Work-list * Patient tracking
* Radiology Department ¢ Interactive documents
workflow management . 1o chnical files creation

* Request and document , \143lity and material

scanning management
* Result(s) entry

RIS Options

* HL7 interfaces with a PACS.

*HL7 also enables communication
between HIS and RIS in addition to RIS
and PACS.

11/10/2022
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Medical LED Monitor
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Backlight
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Liquid crystal panel

Color filter

Front polarizer

Major components of an optical stack of a liquid crystal
display. The color filters are omitted for inherently grayscale
displays.
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Medical Monitor (LCD/LED)

Backlight
Diffuser
* Rear polarizer

* Liquid crystal panel

Color filter

Front polarizer
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Medical Monitor

Journal List > J Digit Imaging > v.21(2); 2008 Jun > PMC3043865

&) Springer s A6

This journal Toc Alerts Open Choice

springer.com

J Digit Imaging. 2008 Jun; 21(2): 193-207. PMCID: PMC3043865
Published online 2007 Mar 1. doi: 10.1007/510278-007-9022-y.

Introduction to Grayscale Calibration and Related Aspects of Medical
Imaging Grade Liquid Crystal Displays
Kenneth A Fetter\y,m1 Hartwig R. B\ume,Z Michael J. F\ynn,3 and Ehsan Samei*>%

Author information B Copyright and License information b

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3043865/
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Medical Monitor: Factors

* Viewing Angle - Contrast
» Ambient Light = Reflection = Contrast

* Display Visual Noise

Display Calibration

* The luminance (and perceived) contrast of an
uncalibrated LCD can vary greatly throughout the
input digital driving level (DDL) range of a single
display.

* For calibrating medical imaging grade displays, a
photometer should be accurate to within 5%

* Except for very low luminance levels (0.5 cd/m2)
where an accuracy of 10% may suffice.

11/10/2022
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Display Calibration

* The goal of grayscale calibration of
electronic displays is to ensure that
images presented to an observer have
equal perceived contrast appearance
on all displays, independent of the
luminance range of the display.

https://www.ncbi.nIm.nih.gov/pmc/articles/PMC3043865/

2022 Yudthaphon Vichianin, Ph.D.

Display Calibration

* Typical contrast ratios are in the range of 250 to
400 for color displays and up to 600 (or more) for
inherently grayscale displays.
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Photometer

* A photometer is an appropriate device to measure
the luminance emitted (or reflected) from a display.

http://www.baylandtechnologies.com/assets/useradds/024.png
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http://www.xrite.com/categories/calibration-profiling/ildisplay-pro
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Test Pattern:

w European Reference Organisation for
i e
o Quality Assured Breast Screening
= and Diagnostic Services
(7]

Home Certification Type Test Equipment Training Counseling European Guidelines Organisation

EUREF OFFICE
MONITOR QC TEST PATTERNS

4]

AAPM Task Group 18 Test Patterns ST T

Radiology / DIAG, loc. 766

The AAPM Task Group 18 test patterns described in the European protocol can be obtained from the Task P.O. Box 9101
Group 18 website (http://deckard.mc.duke.edu/~samei/tg18). 6500 HB NIJMEGEN / The Netherlands
E-mail:  info@euref.org

Some display systems can not be tested properly using these original images while some systems are not
fully DICOM compatible, or because they treat mammaograms differently from images from other modalities.
Therefore, two special versions of these images can be downloaded below. However, if modified images are
required to be able to test your system, you should keep in mind that this may mean your system does not

LATEST NEWS

Updated version of European breast

with the DICOM standard!
EEN EEN BN NS .- tomosynthesis QC protocol (version
Modified Images (version4) o 1.01)
-

http://www.euref.org/downloads/software-physico-technical-protocol/monitor-qc-test-patterns
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PACS checklists

* High availability: ready 24/7

* Good network: enough bandwidth for sending
images and communicating the results

* Data interface with other systems: HIS/RIS via HL7
* Ensure images exchange: DICOM standard

* Scalable for future expansion: Well storage
planning

2022 Yudthaphon Vichianin, Ph.D. 52
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What “High Availability” Means in Terms of Down-Time*

Availability Average per Average per Average per Average per
(percentage) year (days) month (hours) week (hours) (minutes)
95% 18.25 385 8.42 72

98% 7.3 1458 337 288
99% 365 73 1.69 14.4
99.9% 0.365 0.73 0.17 1.44
99.99% 0.0365 0.073 0.017 0.144
99.999% 0.00365 0.0073 0.0017 0.0144

*Excludes planned down time for maintenance and upgrades

Reference: SCAR University Primer2: Archiving Issues in the Digital Medical Enterprise

2022 Yudthaphon Vichianin, Ph.D. 53

Service-Level Agreement (SLA)

* A service-level agreement (SLA) is defined as an
official commitment that prevails between a service
provider and the customer.

* Particular aspects of the service — quality,
availability, responsibilities — are agreed between
the service provider and the service user.

https://en.wikipedia.org/wiki/Service-level_agreement

2022 Yudthaphon Vichianin, Ph.D 54

11/10/2022

27



Service-Level Agreement (SLA)

* Abandonment Rate: Percentage of calls abandoned while waiting
to be answered.

* ASA (Average Speed to Answer): Average time (usually in
seconds) it takes for a call to be answered by the service desk.

» TSF (Time Service Factor): Percentage of calls answered within a
definite timeframe, e.g., 80% in 20 seconds.

* FCR (First-Call Resolution): Percentage of incoming calls that can
be resolved without the use of a callback or without having the
caller call back the helpdesk to finish resolving the case.

* TAT (Turn-Around Time): Time taken to complete a certain task.

* MTTR (Mean Time To Recover): Time taken to recover after an
outage of service.

https://en.wikipedia.org/wiki/Service-level_agreement

2022 Yudthaphon Vichianin, Ph.D. 55

Service-Level Agreement (SLA)

* Uptime is also a common metric, often used
for data services such as shared hosting,
virtual private servers and dedicated servers.

 Common agreements include

* Percentage of network uptime (the time during
which a computer is operational. Downtime is
the time when it isn't operational)

e Number of scheduled maintenance windows

https://en.wikipedia.org/wiki/Service-level_agreement

2022 Yudthaphon Vichianin, Ph.D 56
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Service Qutages

* Outages caused by system failures can have a
serious impact on the users of computer/network
systems, in particular those industries that rely on a
nearly 24-hour service:

1.

o v s wnN

Medical informatics

Nuclear power and other infrastructure

Banks and other financial institutions
Aeronautics, airlines

News reporting

E-commerce and online transaction processing
Persistent online games

https://en.wikipedia.org/wiki/Downtime

2022
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Planned Outage

* A planned outage is the result of a planned activity by
the system owner and/or by a service provider.

* These outages, often scheduled during the
maintenance window, can be used to perform tasks
including the following:

1.

2.
3,
4.

5.

6.

Deferred maintenance, e.g., a deferred hardware repair or
a deferred restart to clean up a garbled memory

Diagnostics to isolate a detected fault
Hardware fault repair

Fixing an error or omission in a configuration database or
omission in a recent configuration database change

Fixing an error in application database or an errorin a
recent application database change

Software patching/software updates to fix a software fault.

https://en.wikipedia.org/wiki/Downtime

2022

Yudthaphon Vichianin, Ph.D. 58
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Response and Reduction of Impact

* A process needs to be in place to detect a
malfunction - network monitoring - and to restore
the network to a working condition

* Risk may be minimized by using reliable
components, by performing maintenance, such as
upgrades, by using redundant systems or by having
a contingency plan or business continuity plan.

* One of the biggest causes of downtime is
misconfiguration, where a planned change goes
wrong.

https://en.wikipedia.org/wiki/Downtime

2022 Yudthaphon Vichianin, Ph.D. 59

Highly available system

* A computer cluster consists of a set of
loosely or tightly connected computers that
work together so that, in many respects,
they can be viewed as a single system.

2022 Yudthaphon Vichianin, Ph.D 60
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High-Availability Cluster

* High-availability clusters (also known as HA
clusters or fail-over clusters) are groups of
computers that support server applications that
can be reliably utilized with a minimum amount of
down-time.

* They operate by using high availability software to
harness redundant computers in groups or clusters
that provide continued service when system
components fail.

2022 Yudthaphon Vichianin, Ph.D. 61

High-Availability Cluster

* Without clustering, if a server running a particular
application crashes, the application will be
unavailable until the crashed server is fixed.

* HA clustering remedies this situation by detecting
hardware/software faults, and immediately
restarting the application on another system
without requiring administrative intervention, a
process known as failover.

2022 Yudthaphon Vichianin, Ph.D 62
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Load-Balancing Cluster

* Load balancing improves the distribution of
workloads across multiple computing resources

* Load balancing aims to optimize resource use,
maximize throughput, minimize response time,
and avoid overload of any single resource.

* Using multiple components with load balancing
instead of a single component may increase
reliability and availability through redundancy.

2022 Yudthaphon Vichianin, Ph.D 66
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PACS Data Storage

Yudthaphon Vichianin, Ph.D.
Department of Radiological Technology
Faculty of Medical Technology
Mahidol University
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* Network Attach Storage (NAS)
 Storage Area Network (SAN)
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Direct-attached storage (DAS)

* Direct-attached storage (DAS) is digital storage
directly attached to the computer accessing it, as
opposed to storage accessed over a computer
network.

2022 Yudthaphon Vichianin, Ph.D. 73

Network Attach Storage (NAS)

* A NAS unit is a computer connected to a network
that provides only file-based data storage services
to other devices on the network.

* It is a file-level computer data storage server
connected to a computer network providing data
access to a heterogeneous group of clients.

https://en.wikipedia.org/wiki/Network-attached_storage

2022 Yudthaphon Vichianin, Ph.D 74
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Storage Area Network (SAN)

* A storage area network (SAN) is a network which
provides access to consolidated, block level data
storage.

* A SAN does not provide file abstraction.

* NAS appears to the client OS (operating system) as a
file server (the client can map network drives to shares
on that server) whereas a disk available through a SAN
still appears to the client OS as a disk, visible in disk and
volume management utilities (along with client's local
disks), and available to be formatted with a file system
and mounted.

2022 Yudthaphon Vichianin, Ph.D. 76
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DAS NAS SAN

:

Cable: SATA/
USB / Scsi

Local Area Nletwork
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PACS: Storage Devices Comparison
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Management @) ® ©
Fault Tolerance ® © ©
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Hard Drive

SPNdE  Head * Platter:

* Spindle: Motor

* Actuator: read/write data
* Arm:
e AXxis:

* Power Connector:

* |IDE Connector: IDE: 16 MB/s
* SATA: 1.5 Gbit/sec

pnon Vichianin, Ph.D. 79

Hard Disk Drive - HDD Solid State Drive - SDD

L1 THEH Q
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Hard Drive

WD Black Performance
Desktop Hard Drive

Category: Desktop
Capacity: TTB - 6TB

WD Black Performance
Mobile Hard Drive

Category: Mobile
Capacity: 250GE - 1T

WD Blue SSHD PC Desktop

Hard Drive

Category: Desktop
Capacity: 1TB - 4TB

2022

Drive

WD Blue

PC
Hard Drive

WD Blue PC Desktop Hard

Drive

‘Category: Desktop
Capacity: 500GE - 6TB

Surveillance
Hard Drive

WD Purple Surveillance Hard

Category: surveillance
Capacity: 1TB - BTB

Yudthaphon Vichianin, Ph.D.
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WD Blue

Mabie
PC
Hard Drive

WD Blue PC Mobile Hard

Drive

Category: Mobile
Capacity: S00GB - ITB

NAS
Hard Drive

WD Red NAS Hard Drive

Category: NAS
Capacity: 178 - 8TB

81

TEN TIMES THE WORKLOAD
CAPABILITY OF DESKTOP

DRIVES

The warkhorse of our datacenter portfolio. High performance,
capacity and reliability make the WD Re drive ideal for data
warehausing/mining and high-performance computing.

High Capacity
Mearline Drive

Massive capacities up
to &TB suit even the
most demanding
datacenter, enterprise
server, or cloud storage
needs.

2022

Designed to
Handle up to
S550TB Per Year

Among the highest
warkload capability of
any 3.5-inch hard drive
that delivers
performance and
reliability to any
datacenter
environment.

Up to 2 Million
Hours MTBF

The WD Re drive
delivers a high level of
reliability for 24x7x345
operation in the most
demanding storage
environments.!

Yudthaphon Vichianin, Ph.D.

Datacenter
Hard Drive
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Improvement of HDD characteristics

Parameter

Capacity
(formatted)

Physical volume

Weight

Average access
time

Price

Data density

Average lifespan

Started with (1956) Developed to (2016)

3.75 megabytes 10 terabytes
2.1 cubic

68 cubic feet (1.9 m3) inches (34 cm?)

2,000 pounds (910 kg) 2.2 ounces (62 g)

2.5 ms to 10 ms; RW

approx. 600 milliseconds RAM dependant

US$9,200 per megabyte USS$0.032 per

(1961) gigabyte by 2015
2,000 bits per square 1.3 terabits per
inch square inch in 2015
~2000 hrs ~22500 hrs

E};thps://en.wikipedia.org/wiki/Hamhaq%lmglp‘g\ggy ohD.

Improvement

2.7-million-to-one

56,000-to-one

15,000-to-one

about
200-to-one

300-million-to-one

650-million-to-one

11-to-one

83

A newer 2.5-inch (63.5 mm) 6,495 MB HDD compared to an older
5.25-inch full-height 110 MB HDD

https://en.wikipedia.org/wiki/Hard_disk_drive

2022

Yudthaphon Vichianin, Ph.D.
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Decimal and binary unit prefixes
interpretation

Reported capacit
Capacity advertised by = Capacity expected by B Rty
manufacturers some consumers
Windows, MacOS
With . Linux 10.6+
R Bytes Bytes Diff.
100,000,0 107,374,1 o 93.1 GB,
100GB 00,000 82,400 VIS 95,367 MB 100GB
931 GB, 1,000 GB,
1TB e R 9.95% 953,674 M | 1,000,000

000,000 627,776 B MB

gotztzps://en.wikipedia.org/wiki/Hard disk_drive

YudtfaphonVichianin, Ph.D. 85

HDD vs. SATA vs. NVMe
Maximum Theoretical Speeds

2500

2000 I sequentialRead

Sequential Write

M key B Key

1000

HDD SATA NVMe
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Backblaze Average Cost per GB for Hard Drives Backblaze Average Cost per Drive Size

https://www.backblaze.com/blog/hard-drive-cost-per-gigabyte/
2022 Yudthaphon Vichianin, Ph.D. 87
Enterprise SSD vs. Nearline / High-Cap HDDs - $ per TB
$2,800 45x
$2,600 SSDs vs. Nearline HDDs
40x
$2,400 === Enterprise SSDs
$2,200 =0==Nearline / High-Cap HDDs 35x
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https://blocksandfiles.com/2020/08/24/10x-enterprise-ssd-price-premium-over-nearline-disk-drives/

Source: TrendFocus; Wells Fargo Securities, LLC
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Client (PC) SSDs vs. HDDs vs. SSDs - $/TB
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Backblaze Q1 2019 Hard Drive Failure Rates
Reporting period January 1, 2019 - March 31, 2019 inclusive

Dive | Drive Drive Orive | Annusized
MFG Model Sze | Count | Days | Failues Failure Rate

Toshiba  MGOTACATATA 14TB | 1220 | 109.404 1 0.33%

HGST HUH721212ALE600 | 12TB 520 14,040 1 2.60%

HGST  HUHP21212ALNG04 | 12TB | 4872 | 250,49 4 056%

Seagate ST12000NMODO7 | 12TB | 34708 | 2955025 180 222%

Seagate  ST10000NMO08S 10TE 1,203 108,555 3 1.01%

HGST  HUM?26080ALES00 | T8 | 1,001 | 93598 3 117%

D 1 Access times 5 5 8 l] Seagate STBOGODMOOZ eTe | 9474 | sser41 | 29 119%

A ms s5ps extibi vitualy no aceesstime D=~ Q.U ms  Sesgae |sTe0cONMOOSS BTB | 14381 | 1294451 58 1.64%

Seagate  ST&D0ODX000 &TB 1023 135832 1 0.27%

WDC  WDS0EFRX &8 | 9 30523 1 1.20%

SsDsdeliveratleast  Random |/|] Performance HDDs reach up to Toshiba  MOOAABASCOV 518 a5 4,050 o 0.00%

jo/s SSDsareatleast 15 times faster than HODs 4 iofs HGST  HMSSCAGMOALEGAD | 4TB | 2557 | 313383 z 023%

HGST  HMSSCAGADBLEGSD | T8 | 12753 | 1172824 11 0.3a%

Seagate STA000DMO0O aTe | 19785 | 1889420 107 1.96%

Sf;: :::s: ::ﬂnle Ilsliahililv i?ﬂ;é:‘mf:: Toshiba  MDO4ABA4GOY a18 99 12,662 a 0.00%

TOTALS | 104130 9382266 401 1.56%

This makes SSDs 4 - 10 times more refiable 2 — 5
0.5% %

SSDs consume between Energy savings HDDs consume between

-

Lifetime Annualized Failure Rates Grouped by Drive Size

2 & 5 watts

This means that on a Iarge server like ours, E ‘I 5
approximately 100 walls are saved & watts

Reporting period: 4/20/2013 thru 3/31/2021
for hard drive models active as of 3/31/2021

SSDs have an average HDDs' average 1/0 wait Drive Drive Av“' Am Drive Drive
10 waitof GPU Power st Size | Count h Days  |Failures| AFR
‘You will have an extra 8%
1 % of GPU power for other operations 7 % 4TB 34,882 | 610 99,976,590 4,641 | 1.69%
678 886 718 3305846 85 094%
e average servce fme for —
a0 10 reqest e unning Input/Dutput HDDs curing backup fises up BTB | 25240 483 | 37328259 1,144 | 1.12%
' beckap e ek : !
2p reluest timag F 1078 1,200 416 1553937 47| 1.10%
” ssorsonirmer 00 ~500 ms
faster data access 12TB 61834 228 | 53763,002 2,235 152%
SSD backups take about Biﬁkllll Rates HDD backups take up to 1478 43714 1.7 8,988,123 199 | 081%
B hnurs SSDs allows for 3 - 5 times faster 2 u —~ 24 ho urs 16TB 3'993 29 207'054 2 0.35%
ki g dats
$ BACKBLAZE
2022 Yudthaphon Vichianin, Ph.D. 90
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2022 Yudthaphon Vichianin, Ph.D. 92
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DICOM / HL7

ata Management Rules and Services
Data Pre R Busin

Figure 7-2: Storage Data Management Rules and Service

Figure 1: Data Lifecycle States

For a single instance of a data object:

c”‘“e—'—, Discard
Event Event
Operational Reference Inactive
Phase Phase Phase

Figure 7-3: Data Lifecycle States

Disgram courtesy of Dawbase Archiving Basics, A New Function for improving Data Wanagement, infarmation Ianagement Spacial Reports, September 22 2009, Jack Clson

https://siim.org/page/archiving_chapter7

2022 Yudthaphon Vichianin, Ph.D. 93

Long-term archive costs is essential

* Costs of archiving data should Model for Cost Allocation for Storage
consider that the retention period for Management

the data will exceed the life of the
technology used to keep the data.

* Long-term archives are now active
elements of any clinical operation
rather than just disaster recovery
repositories.

+ Data retention is a requirement that

can extend beyond 7 years up to Resources
21+. 1%

Figure 7-4: Model for Cost Allocation for Storage Management
* New data types are emerging that
eclipse the archiving needs created by
radiology by orders of magnitudes.

* Three types of cost models for data
archive  expenditure are linear,
asymmetric, and symmetric.

https://siim.org/page/archiving_chapter7

2022 Yudthaphon Vichianin, Ph.D. 94
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Society for Imaging Informatics in Medicine

[
;II M Society for Imaging Informatics in Medicine

MEMBERSHIP CONFERENCES  EDUCATION  TRAINING  PUBLICATIONS RESOURCES PROGRAMS  MYSIMU  ABOUT SIIM

More in this Section. v

Bsee BO@ER

Archiving: Fundamentals
of Storage Technology

ACR Practice Guideline for Determinants of Image Quality in Digital Mammography (PDF) Last accessed May 1, 2013.
ACR Practice Guideline for Electronic Medical Information Privacy and Security (PDF) Last accessed May 1, 2013.
(PDF) Last accessed May 1, 2013

ACR Practice Guideline for the Performance of Screening and Diagnostic Mammograpl

ACR Practice Guideline for the Reporting and Archival of Interventional Radiology Procedures (PDF) Last accessed May 1, 2013.
ACR-SIIM Practice Guideline for Electronic Medical Information Privacy and Security (PDF) Last accessed May 1, 2013.

ACR Technical Standard for the Electronic Practice of Medical Imaging (PDF) Last accessed May 1, 2013.

Branstetter B, Rubin D, Griffin S, Weiss D, eds. Practical Imaging Informatics. Society for Imaging Informatics in Medicine: Springer: 2009.
DICOM. Online: hitp://dicom.nema.org/

https://siim.org/page/archiving_additional
2022 Yudthaphon Vichianin, Ph.D. 95

Calculation of Storage Requirements per Study Based on Institutional Procedure Protocol

Im: ize (pixel
Average number X Y Pixel depth MB per

Modality of images per study (bytes) study
Computed tomography 60 512 512 2 315
Magnetic resonance . 160 256 256 2 210
Computed radiography 3 2048 2500 2 30.7
Ultrasound 30 640 480 2 18.4
Nuclear medicine 10 256 256 2 13

* Monochrome ultrasound studies are 1 B deep and color US studies are 3 B deep; average of 2 B deep is used.

Reference: SCAR University Primer2: Archiving Issues in the Digital Medical Enterprise

2022 Yudthaphon Vichianin, Ph.D. 96
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Calculation of Storage Requirements per Day and per Year
Based on Institutions’ Procedure Volumes

MB per Studies Studies . Average MB of Average GB of
study per year per day *storage required per day  storage required per year
Gomputed tomography 315 16,120 62 1,953 508
Magnelic resonance 210 11,960 46 966 251
Computed radiography 30.7 59,800 230 7,061 1,836
Ultrasound 18.4 9,100 35 644 167
Nuclear medicine 1.3 8,320 2 42 11

*Averaged over the year, based on 5 days per week and 52 weeks per year.

Reference: SCAR University Primer2: Archiving Issues in the Digital Medical Enterprise

2022 Yudthaphon Vichianin, Ph.D. 97

Fault Tolerance Technique

eServer

* Clustering
* High Availability Custer (HA)
* Load Balancing Cluster
* High Performance (HPC)

2022 Yudthaphon Vichianin, Ph.D 98
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High Availability Custer (HA)

g
4 4

Master Slave
K Active Stand by / Shadow

"

J

Load Balancing Cluster
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Load Balancer
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Server 1 Server 2 Server3

2022 Yudthaphon Vichianin, Ph.D. 100
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High Performance (HPC)

4 =

Head Node

Compute Compute Compute
\ Nodel Node2 Node...n)

2022 Yudthaphon Vichianin, Ph.D. 101

Disk Fault Tolerance

* Data Failure
* Virus/Malware
* Hacking Attack
* Disk Failure

* How to prevent disk failure?
* Redundant Array of Independent Disks (RAID)

2022 Yudthaphon Vichianin, Ph.D. 102
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RAID Techniques

* Stripping — data separation
* Mirroring — duplicated copy
* Error Correction — Electronic Calculation

2022 Yudthaphon Vichianin, Ph.D. 103
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Storage servers with 24 hard
disk drives and built-in hardware

RAID controllers supporting
various RAID levels

https://en.wikipedia.org/wiki/RAID
2022 Yudthaphon Vichianin, Ph.D. 104
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RAID Techniques

* The configurations that employ the techniques of
striping, mirroring, or parity to create large reliable
data stores from multiple general-purpose
computer hard disk drives (HDDs).

*RAIDO-6

https://en.wikipedia.org/wiki/Standard_RAID_levels

Standard RAID Levels

* RAID O: Striped Set
* RAID 1: Mirrored (HOT SPARE)

* RAID 3 and RAID 4: Striped Set (min 3 HDDs) with
Dedicated Parity

* RAID 5: Striped Set (min 3 HDDs) with Distributed
Parity

* RAID 6: Striped Set (min 4 HDDs) with Double-
Distributed Parity

11/10/2022
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RAID O

* RAID 0O (also known as a stripe set or striped
volume) splits ("stripes") data evenly across two or
more disks, without parity information,
redundancy, or fault tolerance.

* RAID 0 provides no fault tolerance or redundancy,
the failure of one drive will cause the entire array to
fail; as a result of having data striped across all
disks, the failure will result in total data loss.

* RAID 0 is primarily used in applications that require
high performance and are able to tolerate lower
reliability, such as in scientific computing.

https://en.wikipedia.org/wiki/Standard_RAID_levels
2022 Yudthaphon Vichianin, Ph.D. 107

RAID O

Disk O Disk 1

Diagram of a RAID 0 setup

https://en.wikipedia.org/wiki/Standard_RAID_levels
2022 Yudthaphon Vichianin, Ph.D 108
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RAID Level O -- Stripping

2022 Yudthaphon Vichianin, Ph.D. 109

RAID Level O -- Stripping

2022 Yudthaphon Vichianin, Ph.D. 110
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RAID 1

* RAID 1 consists of an exact copy (or mirror) of a set

of data on two or more disks; a classic RAID 1
mirrored pair contains two disks.

* Random read performance of a RAID 1 array may
equal up to the sum of each member's

performance while the write performance remains
at the level of a single disk.

https://en.wikipedia.org/wiki/Standard_RAID_levels

2022 Yudthaphon Vichianin, Ph.D. 111
AL | (AL
A2 4 A2
A3 | |A3
A4 A
— —
Disk D Disk 1

Diagram of a RAID 1 setup

https://en.wikipedia.org/wiki/Standard_RAID_levels

2022 Yudthaphon Vichianin, Ph.D

112
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RAID Level 1-- Mirroring

2022 Yudthaphon Vichianin, Ph.D. 113

RAID Level 1-- Mirroring

2022 Yudthaphon Vichianin, Ph.D. 114
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RAID 3 & 4

* RAID 3, which is rarely used in practice, consists of

byte-level striping with a dedicated parity disk.

* RAID 4 consists of block-level striping with a dedicated

parity disk.

* Applications that make small reads and writes from

random disk locations will get the worst performance

out of this level.

* The performance of random writes is low due to the
need to write all parity data to a single disk.

https://en.wikipedia.org/wiki/Standard_RAID_levels

2022

Yudthaphon Vichianin, Ph.D.

115
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https://en.wikipedia.org/wiki/Standard_RAID_levels
2022 Yudthaphon Vichianin, Ph.D.

Parity

Parity
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RAID 5

* RAID 5 consists of block-level striping with
distributed parity. Unlike in RAID 4, parity
information is distributed among the drives.

* Write performance is increased since all RAID
members participate in serving of the write
requests.

https://en.wikipedia.org/wiki/Standard_RAID_levels

2022 Yudthaphon Vichianin, Ph.D. 117
RAID 5
e i N e
e e e ] :n‘_le
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https://en.wikipedia.org/wiki/Standard_RAID_levels
2022 Yudthaphon Vichianin, Ph.D 118
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Error Correction or Parity

* Parity data is used by some RAID levels to achieve redundancy.

* |If a drive in the array fails, remaining data on the other drives can

be combined with the parity data (using the
boolean XOR function) to reconstruct the missing data.
Exclusive-OR gate

* Drive 1: 01101101 - 1 pixel Input
Drive 2: 11010100 - 1 pixel Inpth:)D Output

* To calculate parity data for the two drives,

* an XOR is performed on their data: A|B| Output
0|0 0
01101101 - 1 pixel o1 1
XOR 11010100 - 1 pixel ol 1
S 1|1 0

Result 10111001 --> Store in Drive 3
* The resulting parity data, 10111001, is then stored on Drive 3.

https://en.wikipedia.org/wiki/Parity_bit
2022 Yudthaphon Vichianin, Ph.D.

119

Error Correction or Parity

* Drive 1: 01101101 2 Ppbre 11010100
* Drive 3: 10111001
* Parity check

10111001
XOR 01101101
11010100

120
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RAID Level 5 - Stripping + Error Correction

2022 Yudthaphon Vichianin, Ph.D. 121

RAID Level 5 - Stripping + Error Correction

2022 Yudthaphon Vichianin, Ph.D. 122
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RAID Level 5 - Stripping + Error Correction

1O

Real-time Rebuild

—_—
-_—
—-_—

_____
-

2022 Yudthaphon Vichianin, Ph.D. 123

RAID Level 5 - Stripping + Error Correction

1O

Real-time Rebuild

2022 Yudthaphon Vichianin, Ph.D. 124
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RAID 6

* RAID 6 extends RAID 5 by adding another parity
block; thus, it uses block-level striping with two
parity blocks distributed across all member disks.

https://en.wikipedia.org/wiki/Standard_RAID_levels
2022 Yudthaphon Vichianin, Ph.D. 125

RAID 6
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https://en.wikipedia.org/wiki/Standard_RAID_levels
2022 Yudthaphon Vichianin, Ph.D 126
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SAN Advantages

2022 Yudthaphon Vichianin, Ph.D. 127

SAN Advantages

2022 Yudthaphon Vichianin, Ph.D. 128
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SAN Advantages

Why it is good for PACS?

2022 Yudthaphon Vichianin, Ph.D. 129

SAN Advantages

Hot Spare

Why it is good for PACS?

2022 Yudthaphon Vichianin, Ph.D. 130
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PACS S | Zl N g http://www.pacscalculator.com/

&« C | @ www.pacscalculator.com Q ¥ o] @ &

Welcome to pacscalculator.com RC!

When planning & PACS, many PACS users or administrators are unaware of which storage capacity is
actually reguirsd to hangle their respective amount of image dato. Consequently, thers is a huge
numbsr of PACS worldwids, which are sither oo big (somefimes sven offering five fimes the amount of
storage needed) or too small and slow

Size your PACS now!

IMAGE Informafion Systems thersfore developed the PACS Szing Calculator. which helps you
determine the appropriate size of your Picture Archiving and Communication System including

- short term information, ke the number of studies and the nesded disk space for DICOM data
per day, month and the first year

- long term projections, like he disk space for DICOM data as well as the datobase storage size
for the enfire archive lfe cycle)

- aadifional valuable information, like the needsd network bandwith fo franfer the processed

data, the number of radislogists to examine incoming images, the size for your storags system

reficbility opfions. as well os recommended products and hardware recommendations

2022 Yudthaphon Vichianin, Ph.D. 131

Short Term Information

[ Per Doy (L Per Montn [0 Peryear |
Mumber of studiss 240 7300 BF&00
Storage for DICCM dota inGB 1z 385 £380

Long Term Frojections

[ Yeor | DICOM dala i ofabase sloroge in GB

1 & &

] ? 2

3 14 14
4 12 12
& 22 23
& 2F 27
7 a1 3z
5 38 38
? 20 21
10 44 45

2022 Yudthaphon Vichianin, Ph.D. 132
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Additional Informalion

Informafion
Ain. network bondwith in METH's
Min. number of radiclogists
fax. numiboer of nodiclogists
RAID S

Zervsrrecommsendations

Clent recormmendations

four caloulation of 02-20-2017

whannt. pacscalculator.com
sessicn D= 148752512113

Vahre
2
2
Ax4TBHDD=12T2
Q-WEEX 5
EECN CPUz| with & cores
14-32 ZB RAM
fast RAID siorage + MAS or3AN
1 GEitfs Ethern=t network card
WIHDOWS SERVER 2008 R2
Q-VIEW PRO 30
INTEL CORE i5 CPU
4 GE RAM
A00 GE HDD
1 GEitfs Ethermn=t network card
WIHDOWS 7 PROFESSION AL

2022 Yudthaphon Vichianin, Ph.D. 133
2022 Yudthaphon Vichianin, Ph.D 134
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Vendor Neutral Archive
(VNS)

Yudthaphon Vichianin, Ph.D.
Department of Radiological Technology
Faculty of Medical Technology
Mahidol University

2022 Yudthaphon Vichianin, Ph.D. 135

PACS VNA  O5icou

DICOM non-DICOM media VMAs can store wrapped
images "wrapped" in DICOM non-DICOM as needed

Yudthaphon Vichianin, Ph.D.

11/10/2022
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* A Vendor Neutral Archive (VNA)
is @ medical imaging technology
in which images and documents
(and potentially any file of
clinical relevance) are stored
(archived) in a standard format
with a standard interface, such
that they can be accessed in a
vendor-neutral manner by other
systems

Yudthaphon Vichianin, Ph.D. 137

Journal List » J Digit Imaging * v.24(5); 2011 Oct » PMC3180538

springer.com | Thisjournal | TocAlerts | SubmitOnline | OpenChoice

J Digit Imaging. 2011 Cct; 24(5): $14-522. PMCID: PMC3130538
Published onling 2010 Oct 26. dei: 10.1007/210275-010-9342-1

Radiology IT: Applications Integration vs. Consolidation

Peter K_Kijewski®

Author informafion » Copyright and License information

* The Memorial Sloan-Kettering Cancer Center
(MSKCC) over the past 11 years. (New York)

System
Consolidation

2022 Yudthaphon Vichianin, Ph.D 138
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Enterprise Data Exchange: HL-7
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* When a hospital needs to
migrate a PACS vendor, the
complete earlier data need to
be migrated in the format of the
newly procured PACS.

* To address this issue, the new
concept of vendor neutral
archive (VNA) has emerged

An integral part of Picture
Archiving and
Communication System
(PACS) is archiving

An archive is a location
containing a collection of
records, documents, or
other materials of
historical importance
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Networking Technology

Yudthaphon Vichianin, Ph.D.
Department of Radiological Technology
Faculty of Medical Technology
Mahidol University

2022 Yudthaphon Vichianin, Ph.D. 155

History of Computer Network

* In the late 1950s, early networks of computers included the
{rsﬂliéar)y radar system Semi-Automatic Ground Environment
AGE).

* In 1960, the commercial airline reservation system semi-
automatic business research environment (SABRE) went online
with two connected mainframes.

* In 1965, Thomas Marill and Lawrence G. Roberts created the first
wide area network (WAN). This was an immediate precursor to
the ARPANET.

* In 1973, Robert Metcalfe wrote a formal memo at Xerox PARC
describing Ethernet, a networking system that was based on the
Aloha network, developed in the 1960s by Norman Abramson
and colleagues at the University of Hawail.

* In 1995, the transmission speed capacity for Ethernet increased
from 10 Mbit/s to 100 Mbit/s.

* By 1998, Ethernet supported transmission speeds of a Gigabit.

2022 Yudthaphon Vichianin, Ph.D 156
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Network technology

* A computer network or data network is a
telecommunications network which allows
nodes to share resources.

* Networked computing devices exchange data
with each other using a data link.

* The connections between nodes are
established using either cable media or
wireless media.

2022 Yudthaphon Vichianin, Ph.D. 158
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The best-known computer network is the Internet

DAILY TIME SPENT USING THE INTERNET

AVERAGE AMOUNT OF TIME {IN HOURS AND MINUTES) THAT

we ) .
are, | | Hootsuite

https://wearesocial.com/sg/blog/2021/03/southeast-asia-digital-life-intensified/
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Network technology

* Nodes can include hosts such as personal
computers, phones, servers as well as networking
hardware.

* Two such devices can be said to be networked
together when one device is able to exchange
information with the other device, whether or not
they have a direct connection to each other.

2022 Yudthaphon Vichianin, Ph.D. 160
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Data Transmission Schemes

e Computer communication links that do
not support packets, such as traditional
point-to-point telecommunication
links, simply transmit data as a bit

stream.

2022 Yudthaphon Vichianin, Ph.D. 163

http://miriadna.com/preview/mounty-stream-on-the-green-valley
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11101000111101101001101111011111011001101111110111
01000000001011001000000010111111010111000110011010
01011010111010011100100001001110000111111010010001
10011100111101110011100111100011011010111011100001
00101110000010111110001111010001110111101110110001
01101011100011101011100100000001000101000101111100
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http://img10.deviantart.net/96ee/i/2006/217/c/1
/matrix_bit_stream_by_kaizo_konpaku.jpg
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Data Transmission Schemes

* In packet networks, the data is formatted into
packets that are sent through the network to their

destination. Once the packets arrive they are
reassembled into their original message.

Yudthaphon Vichianin, Ph.D.
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TCP/IP Packet

32 bits
0 4 8 16 19 31
Versionl Length |Type of Service Total Length
Identification Flags | Fragment Offset
% Time to Live | Protocol Header Checksum
% Source Address
ﬁ:' Destination Address
Options
Data
Source Port Destination Port
Sequence Number
Acknowledgment Number
é Offset | Reserved L: L Window
Checksum Urgent Pointer
TCP Options

http://www.computerhope.com/jargon/p/packet.jpg
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80 00 20 7A 3F 3E 80 00 20 20 3A AE 08 00 IP, ARP, etc. 00 20 20 3A
Destination MAC Address Source MAC Address EtherType Payload CRC Checksum
MAC Header Data
(14 bytes) (46 - 1500 bytes) (4 bytes)
Ethernet Type Il Frame
(64 to 1518 bytes)
https://en.wikipedia.org/wiki/Ethernet_frame
2022 Yudthaphon Vichianin, Ph.D. 167

Links

* A wired network connects devices to the
Internet or other network using cables.

m * A wireless network is any type of computer

oﬁ network that uses wireless data connections

for connecting network nodes

http://www.cisco.com/c/en/us/solutions/small-business/resource-center/work-anywhere/wireless-network.html
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Network Cables

* Unshielded twisted pair (UTP)

* A typical subset of these colors
(blue, blue/white, orange,
orange/white, green, green/white,
brown, brown/white) shows up in
most UTP cables.

- conductor

insulation

* The cables are typically made with
copper wires with the colored

pair
sheath

insulation typically made from an

insulator.
2022 Yudthaphon Vichianin, Ph.D. 169
Typical https://en.wikipedia.org/wiki/Twisted_pair
Name construction Bandwidth Applications Notes
Level 1 0.4 MHz Telephone and modem lines =3 d.esf':led in EIA/TIA recomn;endatlons.
R L for modern sy 191
Older terminal systems, e.g. IBM Not described in EIA/TIA recommendations.
Level 2 4 MHz 3270 L i for modern (o1
Cat3 uTpLl 16 MHz19] 10BASE-T and 100BASE- Described in EIA/TIA-568. Unsuitable for speeds
T4 Ethernet1 above 16 Mbit/s. Now mainly for telephone cables1%!
Cat4 uTpL 20 MHz[1 16 Mbit/s!2% Token Ring Not commonly used[1%
100BASE-TX & 1000BASE- Common for current LANs. Superseded by Cat5e, but
[10] [10] ',
— U FLDWGE T Ethernet!1°! most Cat5 cable meets Cat5e standards. 12!
o= e e e e e e e e e = e == -
Enhanced Cat5. Common for current LANs. Same
l Cat 5e uTpLl 100 MHz[1! %12::?::[”(“1& 2000BASE, construction as Cat5, but with better testing \
1 - standards. 12! 1
I 1SO/IEC 11801 2nd Ed. (2002), ANSI/TIA 568-B.2-1. I
Cat6 uTPpLL 250 MHzI22 10GBASE-T Ethernet Most commonly installed cable in Finland according
I
to the 2002 standard EN 50173-1.
I
|
1 i Adds cable shielding. ISO/IEC 11801 2nd Ed. Am. 2. |
\Cat 6, F/UTP, U/FTP 500 MHz 10GBASE-T Ethernet (2008), ANSI/TIA-568-C.1 (2009) /

o

— o o e | GGBAGE- - - - o o e

T Ethernet or POTS/CATV/1000BASE- Fully shielded cable. ISO/IEC 11801 2nd Ed. (2002)

Uses all four pairs. ISO/IEC 11801 2nd Ed. Am. 2.
(2008)

In development (ANSI/TIA-568-C.2-1, ISO/IEC 11801
rd Ed.)

Cat7 S/FTP, F/FTP 600 MHz
T over single cable
10GBASE-

Cat7, S/FTP, F/FTP 1000 MHz T Ethernet or POTS/CATV/1000BASE-

- T over single cable

40GBASE-

Cat 8/8.1 F/UTP, U/FTP 1600-2000 MHz T Ethernet or POTS/CATV/1000BASE- 3rd
T over single cable
40GBASE-

Cat 8.%022 S/FTP, F/FTP 1600-2000 MHz

T gg_ém%_;q%r PQF(CATWJFQO@ASE- In development (ISO/IEC 11801 3rd Ed.) 170

T over single cable
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https://en.wikipedia.org/wiki/Category_1_cable
https://en.wikipedia.org/wiki/Twisted_pair#cite_note-cisco-9
https://en.wikipedia.org/wiki/Category_2_cable
https://en.wikipedia.org/wiki/IBM_3270
https://en.wikipedia.org/wiki/Twisted_pair#cite_note-cisco-9
https://en.wikipedia.org/wiki/Category_3_cable
https://en.wikipedia.org/wiki/Twisted_pair#cite_note-dcuse-10
https://en.wikipedia.org/wiki/Twisted_pair#cite_note-dcuse-10
https://en.wikipedia.org/wiki/Ethernet
https://en.wikipedia.org/wiki/Twisted_pair#cite_note-dcuse-10
https://en.wikipedia.org/wiki/Twisted_pair#cite_note-dcuse-10
https://en.wikipedia.org/wiki/Category_4_cable
https://en.wikipedia.org/wiki/Twisted_pair#cite_note-dcuse-10
https://en.wikipedia.org/wiki/Twisted_pair#cite_note-dcuse-10
https://en.wikipedia.org/wiki/Twisted_pair#cite_note-dcuse-10
https://en.wikipedia.org/wiki/Token_Ring
https://en.wikipedia.org/wiki/Twisted_pair#cite_note-dcuse-10
https://en.wikipedia.org/wiki/Category_5_cable
https://en.wikipedia.org/wiki/Twisted_pair#cite_note-dcuse-10
https://en.wikipedia.org/wiki/Twisted_pair#cite_note-dcuse-10
https://en.wikipedia.org/wiki/Ethernet
https://en.wikipedia.org/wiki/Twisted_pair#cite_note-dcuse-10
https://en.wikipedia.org/wiki/Twisted_pair#cite_note-dcuse-10
https://en.wikipedia.org/wiki/Category_5e_cable
https://en.wikipedia.org/wiki/Twisted_pair#cite_note-dcuse-10
https://en.wikipedia.org/wiki/Twisted_pair#cite_note-dcuse-10
https://en.wikipedia.org/wiki/Ethernet
https://en.wikipedia.org/wiki/Twisted_pair#cite_note-dcuse-10
https://en.wikipedia.org/wiki/Twisted_pair#cite_note-dcuse-10
https://en.wikipedia.org/wiki/Category_6_cable
https://en.wikipedia.org/wiki/Twisted_pair#cite_note-dcuse-10
https://en.wikipedia.org/wiki/Twisted_pair#cite_note-dcuse-10
https://en.wikipedia.org/wiki/10GBASE-T
https://en.wikipedia.org/wiki/Ethernet
https://en.wikipedia.org/wiki/Category_6a_cable
https://en.wikipedia.org/wiki/10GBASE-T
https://en.wikipedia.org/wiki/Ethernet
https://en.wikipedia.org/wiki/Category_7
https://en.wikipedia.org/wiki/10GBASE-T
https://en.wikipedia.org/wiki/Ethernet
https://en.wikipedia.org/wiki/Plain_old_telephone_service
https://en.wikipedia.org/wiki/CATV
https://en.wikipedia.org/wiki/1000BASE-T
https://en.wikipedia.org/wiki/Category_7A
https://en.wikipedia.org/wiki/10GBASE-T
https://en.wikipedia.org/wiki/Ethernet
https://en.wikipedia.org/wiki/Plain_old_telephone_service
https://en.wikipedia.org/wiki/CATV
https://en.wikipedia.org/wiki/1000BASE-T
https://en.wikipedia.org/wiki/Category_8.1
https://en.wikipedia.org/wiki/40GBASE-T
https://en.wikipedia.org/wiki/Ethernet
https://en.wikipedia.org/wiki/Plain_old_telephone_service
https://en.wikipedia.org/wiki/CATV
https://en.wikipedia.org/wiki/1000BASE-T
https://en.wikipedia.org/wiki/Category_8.2
https://en.wikipedia.org/wiki/40GBASE-T
https://en.wikipedia.org/wiki/Ethernet
https://en.wikipedia.org/wiki/Plain_old_telephone_service
https://en.wikipedia.org/wiki/CATV
https://en.wikipedia.org/wiki/1000BASE-T

UTP/STP
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Unshielded twisted pair (UTP)

Source: http:/networking jobstown.netimages/utp%20and%20stp.jpg
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Basic Theory

Basic Theory:

PC STRAIGHT-THRU HUB PC CROSSOVER PC
TX+1 1 R+ TX+1 L 11 X+

TX- 2 2 R TX- 2 2 TX-
R+ 3 [ 13 T+ R¥+3 L ) 3 R+
ry ¥ 4 4
5L 1 5 51 1§
RX- f I 6 TX- RX- 6 6 RX-
TE 17 T — ki
§ I § § Ime—— §
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RJ-45 & Cabling Color Code
Straight-Through cables

RJ-45 Plug RJ-45 Plug
Pin 1 Pin 1
hY hY
= /=
= =
Clip is pointed Clip Is pointed
away from you. away from you.

Both the T-568A and the T-568B standard Straight-Through cables are used most
often as patch cords for your Ethernet connections.

http://www.incentre.net/wp-content/uploads/2015/02/ethcablerj45cr.gif

2022 Yudthaphon Vichianin, Ph.D. 173

Straight-Through cables

* Connect different type of devices

2022 Yudthaphon Vichianin, Ph.D 174
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RJ-45 & Cabling Color Code
RJ-45 Crossover Ethernet Cable

RJ-45 Plug

Clip is pointed

away from you.

A good way of remembering how to wire a Crossover Ethernet cable is to wire one
end using the T-568A standard and the other end using the T-568B standard.

http://www.incentre.net/wp-content/uploads/2015/02/ethcablerj45cr.gif

2022 Yudthaphon Vichianin, Ph.D. 175

Crossover Ethernet Cable

 Connect same type of devices

2022 Yudthaphon Vichianin, Ph.D 176
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Ethernet Cable Tips:

* A straight-thru cable has identical ends.
* A crossover cable has different ends.

* A straight-thru is used as a patch cord in Ethernet
connections.

e A crossover is used to connect two Ethernet devices
without a hub or for connecting two hubs.

* Odd numbered pins are always striped, even numbered
pins are always solid colored.

* Looking at the RJ-45 with the clip facing away from you,
Brown is always on the right, and pin 1 is on the left.

2022 Yudthaphon Vichianin, Ph.D. 177

http://www.cableorganizer.com/learning-center/how-to/how-to-terminate-RJ45.htm
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Fiber Optic Cable
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Fiber Optic Cable

2022 Yudthaphon Vichianin, Ph.D. 180
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Network Interface Controller (NIC)

* A network interface controller (NIC, also
known as a network interface card, network
adapter, LAN adapter or physical network
interface)

* NIC is a computer hardware component that
connects a computer to a computer network.

2022 Yudthaphon Vichianin, Ph.D. 181

Wire

Wireless

2022 Yudthaphon Vichianin, Ph.D. 182
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WIFI| Standards

Standard Maximum Speed Frequency

CEREN i 1.2 Mbps 2.4 GHz

802.11a 54 Mbps 5.8GHz —
[ 802.11b WirFi 1

802.11b 11 Mbps 2.4GHz

802.11g 54 Mbps 2.4GHz 802.11a Wi-Fi 2

802.11n 150 Mbps 2.4 8&5GHz e
ot 802.11g WiFi 3

802.11ac 800 Mbps 5 GHz =

-

https://propakistani.pk/wp-content/uploads/2016/01/Capture-3.jpg 8027 1 n Wi-Fi 4 h“
802.11ac wifis 38
802.11ax wiFie @

https://wifiadviser.com/blog/wifi-standards-explained/

2022 Yudthaphon Vichianin, Ph.D. 183

version/Features | WiFi4 | WiFis | Wifie |

IEEE standard 802.11n 802.11ac 802.11ax
600.4Mbits/sec-
Speed Up to 150 Mbps max 433Mbits/sec-6.933Gbits/sec i
9.6078Gbits/sec
Frequency 2.4 &5 GHz 5 GHz 2.4 &5GHz
Highest modulation 64-0AM 256-QAM 1024-QAM
MIMO MIMO MU-MIMO (downlink) MU-MIMO (bidirectional)
Spatial streams 1 4 8
’ 80 meters along with 3 Better than Wi-Fi 5 since it
Range (indoor) 70 meters .
antennas supports beamforming

Better than Wi-Fi 5since it

Range (outdoor) 250 meters - :
supports beamforming

networkinterview.com
(An Initiative By ipwithease.com)

2022 Yudthaphon Vichianin, Ph.D. 184
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= Reduces wait time for all clents

Figure 1. SU-MIMO vs. MU-MIMO

https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/documents/802.11ac_mu-
mimo_bridging_the_mimo_gap_in_wi-fi.pdf
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Figure 2. SU-MIMO and MU-MIMO operation

* 802.11ac improves congestion by allowing the router to communicate with
multiple output devices simultaneously. But it has some limitations. It requires
MU-MIMO compatible routers and clients, it only works on downlink.

* 802.11ax seeks to improve Wi-Fi in two ways. One is to increase the speed of
each stream and the second is to make each router more efficient by allowing
it to communicate with multiple devices simultaneously.

https://www.qualcomm.com/content/dam/qcomm-martech/dm-assets/documents/802.11ac_mu-mimo_bridging_the_mimo_gap_in_wi-fi.pdf
https://www.hardwarezone.com.sg/feature-wireless-80211ax-standard-networking-guide
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P A et & S 5 G I B 10 L 2SGESMEId
| o Y e, g TN

Chet 1 6 1
l Only 3 channels are non-overlapping.

http://2.bp.blogspot.com/-Qpy9316HBz8/UZ4resFCIbI/AAAAAAAAB-k/WNZyaZhgGOQ/s1600/2-
4GHz5GHz_tmb.png

2022 Yudthaphon Vichianin, Ph.D. 187

/

2.4G wifi

2022 Yudthaphon Vichianin, Ph.D. 188

11/10/2022

94



5GHz WIFI Channels

802.11ac Channel Allocation (N America)
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Data Communication Component

* Message —> Data /Images

* Sender/Destination = Workstation / Server
* Transmission Medium = wire / wireless

* Protocol = Procedure / Method

2022 Yudthaphon Vichianin, Ph.D. 191

Network Devices

* Network devices are components used
to connect computers or other
electronic devices together so that they
can share files or resources like printers
or fax machines.

2022 Yudthaphon Vichianin, Ph.D 192
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Network Switch

* A network switch (also called switching hub,
bridging hub, officially MAC bridge) is a
computer networking device that connects
devices together on a computer network, by
using packet switching to receive, process
and forward data to the destination device.

2022 Yudthaphon Vichianin, Ph.D. 193
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Protocols

OSI model layers

DARPA layers

TCP/IP Protocol Suite

Application Layer | | HTTP || FTP || SMTP DNS RIP SNMP
Transport Layer TCP UbpP
Transport Layer
IGMP | ICMP ND [ MLD
Internet Layer ICMPvE
ARP IP (IPv4) IPv6
Drata Link Layer
\—‘ Network Interface 802.11 |
Layer Ethernet wireless . Frame Relay ATM
| el
2022 ‘Yudthaphon Ichianin, PRIDY 195
TCP/IP Protocol Suite
0OSl model layers DARPA layers | ‘
Application Layer
Application Layer DNS RIP SNMP
Session Layer
Transport Layer TCP UDP
Transport Layer
IGMP_| ICMP ND | MLD
Internet Layer IP address ICMPvB
ARP IP (1IPv4) IPv6
. LAN WIFI
Data Link Layer
Network Interface 802.11
Layer Ethernet wireless Frame Relay ATM
s
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Network protocols

* Network protocols are formal standards and
policies comprised of rules, procedures and
formats that define communication between
two or more devices over a network.

2022 Yudthaphon Vichianin, Ph.D. 197

OSI Model

* The Open Systems Interconnection model (OSI
model) is a conceptual model that characterizes
and standardizes the communication functions of a
telecommunication or computing system without
regard to their underlying internal structure and
technology.

https://en.wikipedia.org/wiki/OSI_model
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Ethernet Network (l::-;;aj

* Ethernet initially assumed a shared medium

* Frame Based
* Broadcasting technique

Data > Collision & Data

* Carrier Sense Multiple Access with Collision
Detection (CSMA/CD).

CSMA/CD

* Ethernet devices will check to see if anyone else is
transmitting at the moment (carrier sense of
multiple access) and if so (collision detection) will
wait a short time before retrying the transmission.
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http://www.mathcs.emory.edu/~cheung/Courses/558/Syllabus/00/CSMA/FIGS/1-pers-csmacd.gif
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Multiple
Access

Collision

Collision
Detection
(Back off
algorithm)
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Network Topology

* A network topology is the arrangement of a
network, including its nodes and connecting
lines.

* There are two ways of defining network
geometry: the physical topology and the
logical (or signal) topology.

* https://www.youtube.com/watch?v=gKW3
BKvmhCO0

2022 Yudthaphon Vichianin, Ph.D. 209
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https://www.youtube.com/watch?v=gKW3BKvmhC0
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Protocols

TCP/IP Protocol Suite

OSl model layers DARPA layers | ‘ |

Application Layer
Application Layer DNS RIP SNMP
Session Layer
Transport Layer TCP UDP
Transport Layer
IGMP | ICMP ND [ MLD
ARP 1P (IPvd) IPv6
Data Link Layer — L
jink Lay
Network Interface | | 802.11
Layer . Ethernet wireless Frame Relay ATM
Physical Layer LAN :
2022 VUtHAPROA Vichishin, PR.0O" S pAl

106



Bus Network Topology

* In the bus network topology, every workstation is
connected to a main cable called the bus.
Therefore, in effect, each workstation is directly
connected to every other workstation in the
network.

Ring Network Topology

* In the ring network topology, the workstations are
connected in a closed loop configuration. Adjacent
pairs of workstations are directly connected. Other
pairs of workstations are indirectly connected, the
data passing through one or more intermediate
nodes.

* If a Token Ring protocol is used in a star or ring
topology, the signal travels in only one direction,
carried by a so-called token from node to node.

11/10/2022
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Star Network Topology

* In the star network topology, there is a central
computer or server to which all the workstations
are directly connected. Every workstation is
indirectly connected to every other through the
central computer.

Mesh Network Topology

* The mesh network topology employs either of two
schemes, called full mesh and partial mesh. In the
full mesh topology, each workstation is connected
directly to each of the others. In the partial mesh
topology, some workstations are connected to all
the others, and some are connected only to those
other nodes with which they exchange the most
data.
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Tree Network Topology

* The tree network topology uses two or more star
networks connected together. The central
computers of the star networks are connected to a
main bus. Thus, a tree network is a bus network of
star networks.

Logical (or signal) topology

* Logical (or signal) topology refers to the nature of
the paths the signals follow from node to node. In
many instances, the logical topology is the same as
the physical topology. But this is not always the
case. For example, some networks are physically
laid out in a star configuration, but they operate
logically as bus or ring networks.
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109



2022

Yudthaphon Vichianin, Ph.D.

Tree

Star

219

2022

Yudthaphon Vichianin, Ph.D.

220

11/10/2022

110



Protocols

TCP/IP Protocol Suite

0OSl model layers DARPA layers | ‘

Application Layer DNS RIP SNMP
Transport Layer TCP UbpP
Transport Layer
IGMP | ICMP ND [ MLD
Internet Layer IP address ICMPv6
ARP 1P (IPv4) IPv6
[ _____LAN or WIFl |
| Do LinkLaye | . X
Network Interface | ioso2m
Layer . Ethernet : . wireless : | Frame Relay ATM
2022 VERABROR VicHiEhin PR 0" - 701

Star Network Topology

* In the star network topology, there is a central
computer or server to which all the workstations
are directly connected. Every workstation is
indirectly connected to every other through the
central computer.

2022 Yudthaphon Vichianin, Ph.D. 222
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Basic Computer Security

Yudthaphon Vichianin, Ph.D.
Department of Radiological Technology
Faculty of Medical Technology
Mahidol University

2022 Yudthaphon Vichianin, Ph.D. 223

What is computer security?

* Also known as cybersecurity or IT security, is
the protection of computer systems from the
theft or damage to the hardware, software
or the information on them, as well as from
disruption or misdirection of the services

Security Information

"Protection
Code Data

Safety

Privacy

https://en.wikipedia.org/wiki/Computer_security
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Computer Security @\-‘,—?\f\\!@@m\_ﬁiﬁ\%

* Computer Security is concerned with four main
areas:

1. Confidentiality: Only authorized users can access
the data resources and information.

2. Integrity: Only authorized users should be able to
modify the data when needed.

3. Availability: Data should be available to users
when needed.

4. Authentication: Truly communicating with whom
you think you are communicating with

2022 Yudthaphon Vichianin, Ph.D. 225

Computer Security

* Controlling physical access to the hardware

* Protecting against harm that may come via
* Network access
* Data and code injection

* Malpractice by operators
(intentional or accidental)

* Being tricked into deviating
from secure procedures

2022 Yudthaphon Vichianin, Ph.D 226
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Vulnerabilities and attacks

* Backdoors: A backdoor in a computer system, a
cryptosystem or an algorithm, is any secret
method of bypassing normal authentication or
security controls.

* Denial of service attacks (DoS): are designed to
make a machine or network resource unavailable
to its intended users.Attackers can deny service to
individual victims, such as by deliberately entering
a wrong password enough consecutive times to
cause the victim account to be locked.

https://en.wikipedia.org/wiki/Computer_security#Vulnerabilities_and_attacks

2022 Yudthaphon Vichianin, Ph.D. 227

Access through backdoor

‘ Session Establishment
] -

'}-.

Backdoors

Denial of service attacks

P Protected
e-commerce
* Webserver
+ e-shop
+ e-banking
* e-auction

Hacker
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Denial of service attacks

Vulnerabilities and attacks
* Eavesdropping: is the act of surreptitiously
listening to a private conversation, typically
between hosts on a network.
N File Server
B Q ‘
HUB Web Server

Attacker

Database Server
https://en.wikipedia.org/wiki/Computer_security#Vulnerabilities_and_attacks
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Vulnerabilities and attacks

* Spoofing: is a fraudulent or malicious practice in
which communication is sent from an unknown
source disguised as a source known to the receiver.

BEWARE
HARD TO DE

Hacking Tutarials

https://sites.google.com/site/ethicalhackingtutorials/acc http://4.bp.blogspot.com/-SInT_2-
ount-hacking/email-spoofing-bombing-spamming 4vw0/UCSEptIc3AI/AAAAAAAAAQK/j1i2IPiEVCl/s1600/new.jpeg
2022 Yudthaphon Vichianin, Ph.D. 231

Vulnerabilities and attacks

* Privilege escalation: describes a situation where an
attacker with some level of restricted access is able
to, without authorization, elevate their privileges or
access level.

ZZ= %

http://dataeducation.com/wp-
content/uploads/2012/02/ownership-chains.jpg
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Vulnerabilities and attacks

* Phishing: is the attempt to acquire sensitive information such as
usernames, passwords, and credit card details directly from users.
Phishing is typically carried out by email spoofing and it often directs
users to enter details at a fake website

|G Cd Yew Jowt Fomet Tods htond bel
. securgychecki@ebay com
Custoenes

e
Subpet: Secay Checl

d] . ¥ Fake Facebook UAL:
viww.ckku.com/includes/security/
Please Sign In... facebook.com.sec/go.htm

For sécunty rédsons pléase ré-enter your user
10 and password.

eBay Usor 10
v

au €an M50 UEe youT regittered email

eBay Password

ELLGHS your passvon d?

Submst

@ Having problems signing in? Gt help now

http://export.ebay.co.th/uploadfile/2011/0706/20110706060321249.gif
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Vulnerabilities and attacks

* Social engineering: aims to convince a user to
disclose secrets such as passwords, card numbers,
etc. by, for example, impersonating a bank, a
contractor, or a customer. A popular and profitable
cyberscam involves fake CEO emails sent to
accounting and finance departments.

2022 Yudthaphon Vichianin, Ph.D. 234
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Target organization p
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Social Engmccr

‘. Server / Firewall
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= = = Social Engineering path
Traditional hacker path

Hermansson, 2005. illustrates how the social engineer exploits the weakest

link of a computer system, the human user
http://faculty.nps.edu/ncrowe/oldstudents/laribeethesis_files/image002.jpg
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Hospitals attacks

* There are many reports of hospitals and hospital
organizations getting hacked, including
ransomware attacks,Windows XP
exploits,viruses,and data breaches of sensitive
data stored on hospital servers.

https://en.wikipedia.org/wiki/Computer_security#Vulnerabilities_and_attacks

* The attackers sometimes go into a victim’s network
for months in order to infect the furthest corners of
the network and encrypt or corrupt backup files,
making payment the only way to get back the
missing data.

http://www.forbes.com/sites/kalevleetaru/2016/03/29/hacking-hospitals-and-holding-hostages-cybersecurity-in-2016/#f98aec33e2ee
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Security by design

* The principle of least privilege, where each part of the
system has only the privileges that are needed for its
function.

* Code reviews and unit testing.
* Default secure settings,

* Audit trails tracking system activity, so that when a
security breach occurs, the mechanism and extent of
the breach can be determined.

* Full disclosure of all vulnerabilities, to ensure that the
"window of vulnerability" is kept as short as possible
when bugs are discovered.

2022 Yudthaphon Vichianin, Ph.D. 237

Security measures

* User account access controls and cryptography can
protect systems files and data, respectively.

* Firewalls are by far the most common prevention
systems from a network security perspective as they
can (if properly configured) shield access to internal
network services, and block certain kinds of attacks
through packet filtering. Firewalls can be both
hardware- or software-based.

* Intrusion Detection System (IDS) products are
designed to detect network attacks in-progress and
assist in post-attack forensics, while audit trails and logs
serve a similar function for individual systems.

2022 Yudthaphon Vichianin, Ph.D 238
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Vulnerability management

* Vulnerabilities can be discovered with a
vulnerability scanner, which analyzes a computer
system in search of known vulnerabilities

* Many organizations contract outside security
auditors to run regular penetration tests (hacking
test) against their systems to identify
vulnerabilities.

2022 Yudthaphon Vichianin, Ph.D. 239

Reducing vulnerabilities

* Hardware protection mechanisms

* USB dongles are typically used in software licensing schemes
to unlock software capabilities

* Trusted platform modules (TPMs) secure devices by
integrating cryptographic capabilities onto access devices.

* Computer case intrusion detection refers to a push-button
switch which is triggered when a computer case is opened.

* Drive locks are essentially software tools to encrypt hard
drives, making them inaccessible to thieves.

* Disabling USB ports is a security option for preventing
unauthorized and malicious access to an otherwise secure
computer.

* Limited mobile-enabled access.
* Secure operating systems
* Secure coding

https://en.wikipedia.org/wiki/Computer_security#Vulnerabilities_and_attacks
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Good password

* Easy to remember, but hard to guess

Ooooonooooooooan O
UNCOMMON ORDER
(NW'GIM) UNKNOWN My son Jayden was born in September 2005
BPﬁEIHJRD | ',
LY
[ —— 1 F"J"'L )
Tr@ubddor &3 M WS
CAPS? _COMMON ‘jJ NUMERAL I
=] SUBSTITUTIONS ooo M2Jwb!sZ
aoo
{ YU (AN AOD A FEW FORE Brls To PUNCRJHHW
RCOUNT FoR THE FRCT THAT THiS oooo
i (LY ONE OF B R CoMmon FoRMATS)
http://losingit.me.uk/wordpress/wp- o
content/uploads, wked - http://www.nerdiosity.com/wp-
Passtwcfl'/d-gltre:g{f\(.):nlg/os/ ked content/uploads/2012/02/password-phrasel.png
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15 Jessica

16 lovely
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http://passwordsgenerator.net/

C | @ passwordsgenerator.net b=l o]

Password Length:
Include Symbaols:
Include Mumbers:
Include Lowercase Characters:
Include Uppercase Characters:

Exclude Similar Characters:

Exclude Ambiguous Characters:

Generate On The Client Side:
Auto-Select:
Save My Preference:

Load My Settings Anywhere:

5 v
¥i(eg @#s%)

¥l (eg 123456

#/( e.g. abcdefgh )

¥ ( e.g. ABCDEFGH )
¥i(egil1Lo000)
IO~ i)
¥/ ( do NOT send across the Internet )
I ( select the password automatically )

I save all the settings above for later use )

URL to load my settings on other computers quickly

(=]

Generate Password Free Proxy
2 N\
I Your New Password: veY35 |
[
I Remember your password: visa = YELP 35 = I
' - e o o e o = -
2022 Yudthaphon Vichianin, Ph.D. 243
Someathing you Something you Something you
KNOW HAVE ARE
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6 LostMyPass

test.zip

hive
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Risk Management in
Digital Environment

Yudthaphon Vichianin, Ph.D.
Department of Radiological Technology
Faculty of Medical Technology
Mahidol University
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Risk Management in Radiology

Chamaree Chuapetcharasopon, MD, MBA
President
Radiological Society of Thailand

Risk Management in Radiology

*Incident

*Problem
*Risk

11/10/2022
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Incident

1. Discrete occurrence or event.

2. Arising out of or associated with something more
significant.

3. unexpected and inappropriate or inconvenient event
which (depending on the circumstances) may lead to a
damage, disaster, or loss.

* Incidents accumulate into “Problem(s)”
* Incident Management
* Problem Management

What is Risk?

* Risk is considered to be the chance or possibility of

incurring loss or of a negative event happening that

may cause injury to patients or medical practitioners.

11/10/2022
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What is RISK?

* Possibility of danger.

* Possibility that any activity could happen
and harm.

* Probability of a hazard resulting in an
adverse event.

2022 ) . Yudthaphon Vichianin, Ph.D. _ | ) . 251
http://m|r»onI|ne.org/htm|/|mg/pooI/MIR_ECR_fOlZ_—_SenoI_—_Rlsk_management_ln_radlology.pdf

Risks may be managed

>

2022 Yudthaphon \/ich'\-an'm,Ph.D‘
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Identify

Risk Plan

Hazards

Assess Rjsks

Review

Implement

Control

Vlonitor

2022

Risk Management Processes

Risk
Risk Treatment Obtain management approval of the proposed
Management residual risks
Process
Select control objectives and controls for the treatment
of risks
Risk Identify and evaluate options for the treatment of risks
Assessment

Analyse and evaluate the risks

Identify the risks (threats and vulnerabilities)

2022
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Risk Assessment

Probability
Very Low | Mediu | High Very
Risk Value Low m High
1 2 3 4 5
Very 5 5 10 15
High
High 4 4 8 12
S
S Medium 3 3 6 9
£
- Low 2 2 4 6 8 10
Very 1 1 2 3 4 5
Low

2022
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Risk Treatment

1. Reduce Risks

2. Transfer Risks

3. Avoid Risks
4. Accept Risks

2022

Yudthaphon Vichianin, Ph.D.
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Risk Management in Radiology

* Example: Risk management in PACS
* [dentify risks
* Risk assessment
* Plan
* Review and evaluate
* Implement
* Control
* Monitor

Planning for PACS

* Financial Justification
* VVendor Selection

* Technology Issues
* Hardware
* Software
* Network And IT

* Disaster Plan

* Security

* Space And Environment Issues
* Project Implementation

11/10/2022
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11/10/2022

Planning for PACS

* Technology Issues
* Hardware
* Software
* Network And IT

* Disaster Plan
* Security

Risk management in PACS

What Is The Risk(s) In PACS/Radiology?
— ldentify Risks

2 Types Of Potential Risks
* Hard Ware (Simple)

» Software/Man-made , Workflow/Policies
(More Complicate)
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Risk management in PACS

5 components in PACS — Identify risks
* Acquisition:

* Data:

*Server:

* Network

* Display workstation:

Risk management in PACS

5 components in PACS
* Acquisition:
* Wrong patient identification
* Wrong selection from work list

* Wrong order selected/wrong barcode
scanner process

* Equipment down in the middle of study

* Wrong registration of modality
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Risk management in PACS
5 components in PACS
Data:

* Error input due to not fully integrated system or poor
interface between system

* Wrong data processing

* Flipping error/ label error

* Wrong image sent(bad image, wrong IP address)
* Data corrupted/ loss during process and sending
* Local back up data corrupted/cannot bring back

 Different standards from different vendors for
example digital mammography

Risk management in PACS

5 components in PACS

* Server:
* Down
* upgrade - wrong configuration, wrong set up

* Network:
* Down
* upgrade —wrong configuration, wrong set up
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@ There is a problem with the network.

The network connection to the application server has been lost.

Please ensure that the network cable is plugged in correctly.

2022
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j error 5 May 2015 - Notepad

File Edit

Format  View Help

Server

EXCept
at

system. TimeoutException

stack trace:

System. ServiceModel.
System. ServiceModel.
.Channels. serviceChannel.call1(5tring action, Boolean oneway, Proxyoj|
.Channels. servicechannelpProxy. Invokeservice(IMmethodcalimessage methe
.Channels. servicechannelpProxy. Invoke(IMessage message)

System. ServiceMode]
system. servicemode]
system. servicemode]l

jon rethrown at [0]:

system. TimeoutException: This request operation sent to net.pipe://localhost/Gecs. AS.Diagnost:

Dispatcher.DuplexChannelginder. syncbhuplexRequest. WaitForReply(Time!
Dispatcher.DuplexChannelBinder.Request(Message message, TimeSpan t-

System.Runtime.Remoting. Proxies.RealProxy.HandleReturnMessage(IMessage regMsg, IMessag
S{stem. Runtime.Remoting. Proxies.RealProxy.PrivateInvoke(MessageDatad& msghata, Int32 ty)
G

obalcaresolutions.
GlobalCaresolutions.
GlobalCaresolutions.
GlobalCaresolutions.
GlobalCaresolutions.
Globalcaresolutions.
Globalcaresolutions.
Globalcaresolutions.
GlobalCaresolutions.
Globalcaresolutions.
system. Windows. Forms.
system. Windows. Forms.
system. windows. Forms.
System. Windows.Forms.
System. Windows.Forms.
System. Windows. Forms.
system. windows. Forms.
System. Wwindows. Forms.
system. windows. Forms.

Ancillaryservices.
Ancillaryservices.
Ancillaryservices.
Ancillaryservices.
Ancillaryservices.
Aancillaryservices.
Aancillaryservices.
Ancillaryservices.

DiagnosticImaging.
DiagnosticImaging.
DiagnosticImaging.
DiagnosticImaging.
DiagnosticImaging.
DiagnosticImaging.
DiagnosticImaging.
DiagnosticImaging.

ImageVviewer.Interfaces. IImageVv’
ImageViewer.Client. Imageviewer:
ImageViewer.Client. DisplayManal
ImageViewer.Client. DisplayManal
UI.wWorkspaceDisplayManager.Cre:
UI.workspaceDisplaymanager. . ct(
UI.workspacemanager. .ctor (Iworl
UI.Formworkspace.Initialiseconi

Systemservices. Framework. UL. Framewor kForm. onLoad (Eventargs e) in c

Ancillaryservices.
Form.oncreateControl
control.CreateCcontrol (Boolean fIgnorevisible)
Control.CreateControl ()

Control. Wwmshowwindow(Message& m)
Control.wndProc(Message& m
scrollablecControl.wndProc(Message& m)
containercontrol.wndProc(Message& m)
Form. Wwnshowwindow{Message& m)
Form.wndProc(Message& m

D1 a%nost'i cImaging.
b)

UI.Formworkspace.onLoad (Evental

GlobalCcaresolutions. SystemServices. Framework. UL. Framewor kForm. wndProc(Message& m) in c
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Risk management in PACS

5 components in PACS

* Display workstation
* Not proper specification
* Not proper calibration
* Not proper environment

* Results in Interpretation errors

2022 Yudthaphon Vichianin, Ph.D. 267

Reading Room Design/too bright
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Reading Room Design/too dark
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Figure 3: Diagram shows experimental view-
ing conditions for reference 26, where readers
viewed a set of mammograms on axis and 45° off
axis. Diagnostic accuracy decreased significantly
for off-axis LCD viewing but not for CRT viewing.

2022 Radiology: \/ohiiie242: Wit 32CMarch 2007 271

Risk management in Radiology

* Example: Risk management in PACS
* |dentify risks — 5 components
* Risk assessment/analysis
* scoring
* Plan
» department policies, work instructions
* Review and evaluate the plan
* every 3,6 or 12 months
* Implement

* Control
* Monitor

2022 Yudthaphon Vichianin, Ph.D 272
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Risk
(may use

prior Probability Priority

incidents)

Network
down

CT scan
down

Wrong data
processing
selected 4 2 8 3

(Bad
images)

2022 Yudthaphon Vichianin, Ph.D. 273

Risk management in Radiology

* Example: Risk management in PACS
* Risk assessment/analysis
* scoring
* Plan

* 24/7 maintenance contract for CT
machine

* Disaster plan for Network down

2022 Yudthaphon Vichianin, Ph.D. 274
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Risk management in PACS

* DISASTER PLAN
* Network/PACS is down - disaster plan,
Business continuity plan (BCP),
contingency plan
* What does PACS down mean?
* When to start using Contingency plan or
disaster plan and BCP?

* Who make decision and announce?

Risk management in PACS

* Disaster plan:

* Example: Scenario: System/Network down

* |dentify all PACS workflow and replace with manual
workflow

* Example:
* Reroute data from X-ray machine (CR/DR) to film printer
* Move view box to reading room beside computer

* Set up report template for PACS down situation for
radiologists. (Training/inform ALL radiologists)

* Print report with film to clinic

* Copy report from each computer back to the system
when system up.

11/10/2022
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Planning for PACS

* Technology issues
* Hardware
 Software
* Network and IT

* Disaster plan

* Security

2022 Yudthaphon Vichianin, Ph.D.
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Risk management in PACS

* Security (digital)
* Virus, Malware, Ransomware
* USB or laptop from vendor engineer
* Specific Internet direct to equipment/modality
* Patient portal

* Personal/staff practice:
* Confidentiality and privacy/Patient information Data access

* Personal/staff practice
* Must follow hospital IT security policies

2022 Yudthaphon Vichianin, Ph.D. 279

Risk Management in Radiology

* One cannot predict all risks.

* Injury to patients may occur even in the best
hospitals where patients receive high-quality
services and treatments.

* Risk management is a Proactive Concept that
involves practices such as identification of risk,
quantification and evaluation of risk and

consideration of measures that can be used to
eliminate or control risk in a medical setting.

2022 Yudthaphon Vichianin, Ph.D 280
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Risk Management in Radiology

* the major focus of risk management in medical
setting is to reduce and eliminate harm and injury to
patients through integration of various medical

precautions.

Craciun H, Mankad K, Lynch J. Risk mgpagernent iq radiology departments. ,
Wor/dffhadiol 2015, 7(6) 134-138 Yudthaphon Vichianin, Ph.D. 281

Risk Management in Radiology

In summary

* Safeguarding patients and personnel
* Transparency

* Professional competence and equipment
* Quality system

2022 Yudthaphon Vichianin, Ph.D 282
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Question & Answer
Thank you for your attention

OO

November 10t
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Clinical Perspectives of
PACS and Digital Imaging

Yudthaphon Vichianin, Ph.D.
Department of Radiological Technology
Faculty of Medical Technology
Mahidol University

2022 Yudthaphon Vichianin, Ph.D. 285

Healthcare information
and integration

Yudthaphon Vichianin, Ph.D.
Department of Radiological Technology
Faculty of Medical Technology
Mahidol University

2022 Yudthaphon Vichianin, Ph.D. 286
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Use of Computer in Medicine

* Create the basis for the historical record
* Detail information about individual patients

* Support communication among providers
* Further investigation by medical specialist and team

* Anticipate future health problems

* Record standard prevention measure
* Vaccination record

* Provide a legal record
* Support clinical research

2022 Yudthaphon Vichianin, Ph.D. 287

* MYCIN, developed in 1972,
diagnosed infectious blood
diseases.

* To identify bacteria causing
severe infections

* To recommend antibiotics,
with the dosage adjusted
for patient's body weight

McCorduck, Pamela (2004), Machines Who

Think (2nd ed.), Natick, MA: A. K. Peters, Ltd.,
ISBN 1-56881-205-1, OCLC 52197627.

Pamela hoCord el

2022 Yudthaphon Vichianin, Ph.D. 288
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Issues in System Integration

* Many institutions seeks for integrated clinical
workstations

* Clinical aspects
* results of tests (labs/x-ray)
* entry of orders
* access to reports

* Non-clinical aspects
* Administrative (ie. HR)

* Financial (accounting / avg. cost of care for each
diseases)

* Research (analysis of patient information)
* Knowledge base (journals)
* Office automation (word / spread sheet/ presentation)

2022 Yudthaphon Vichianin, Ph.D. 289

The Big Picture

@& D

HL7
(Clinical &
Admin
Information
exchange)

DICOM
(Image and

Related
Patients Info)

IHE
< (Integration) Y

2022 Yudthaphon Vichianin, Ph.D. 290
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IHE

Yudthaphon Vichianin, Ph.D.
Department of Radiological Technology
Faculty of Medical Technology
Mahidol University

2022 Yudthaphon Vichianin, Ph.D. 291

IHE: What it is?
iHE
* Integrating the Healthcare Enterprise (IHE)

* A non-profit organization based in the US states

* Objective: To improve the way computer systems
share information

* |HE was established in 1598 by a consortium of
radiologists and information technology (IT) experts

2022 Yudthaphon Vichianin, Ph.D. 292
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IHE: Website

&)@ hitps/uwwinenet RIEN B 9 3 A

Integrating For Developers For Users
IHE the Heglthcare -
Enterprise

Member Login

About IHE Participate Resources Testing IHE Domains IHE Worldwide News

IHE International

Enable searrless and s

health information whenever and

wherever needed.

e

Integrating the Healthcare Enterprise (IHE) rspomgm

IHE is an initiative by healthcare professionals and industry to improve the way computer systems in
healthcare share information. IHE promotes the coordinated use of established standards such as DICOM
and HLT to address specific clinical needs in support of optimal patient care. Systems developed in

Register today for IHE Educational Webinars to
find the latest in development activities.

with IHE with one another better, are easier to and enable care
2022 Yudthaphon Vichianin, Ph.D. 293

IHE: What it does?

* Address the area that the interoperability of health
care IT systems can be improved

* Gathering case requirements, identifies available
standards, and develops technical guidelines which
manufacturers can implement.

https://en.wikipedia.org/wiki/Integrating_the_Healthcare_Enterprise

2022 Yudthaphon Vichianin, Ph.D. 294
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IHE: Example

* For example, the Digital Imaging and
Communications in Medicine (DICOM) standards
specify many different formats for image data

* A given set of images that might comply with some
optional parts of the standards might still not be
accepted by an application in use by a particular
radiologist

* Profiles reduce the chances of these
incompatibilities

https://en.wikipedia.org/wiki/Integrating_the_Healthcare_Enterprise

2022 Yudthaphon Vichianin, Ph.D. 295

IHE: Profiles

* Anatomic Pathology Coordination

* Cardiology * Patient Care Device

* Eye Care * Pharmacy

* |T Infrastructure * Quality, Research and

« Laboratory Public Health

« Pathology and * Radiation Oncology
Laboratory Medicine * Radiology

* Patient Care

2022 Yudthaphon Vichianin, Ph.D. 296
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https://en.wikipedia.org/wiki/Digital_Imaging_and_Communications_in_Medicine

IHE: Radiology Profiles

* Profiles for Workflow (7)
* Profiles for Content (10)
* Profiles for Presentation (5)

* Profiles for Infrastructure (10)

2022 Yudthaphon Vichianin, Ph.D. 297

Scheduled Workflow (SWF) integrates the ordering,
scheduling, imaging acquisition, storage and viewing
activities associated with radiology exams.

Pafient Registration

Order Scheduling

image Acquisition

http://wiki.ihe.net/index.php/Scheduled_Workflow
2022 Yudthaphon Vichianin, Ph.D. 298
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Access to Radiology Information (ARI) shares images,
diagnostic reports, and related information inside a
single network.

Radiology Info
Review

iz 8=

http://wiki.ihe.net/index.php/Access_to_Radiology_Information
2022 Yudthaphon Vichianin, Ph.D. 299

IHE: Samples of Radiology Profile

* [SWF] Scheduled Workflow integrates ordering,
scheduling, imaging acquisition, storage and
viewing for Radiology exams.

View example (HTML scheduled Workflow - IHE Wiki.htm)

* [MAMMO] Mammography Image specifies how
Mammography images and evidence objects are
created, exchanged, used and displayed.

View example (HTM L Mammography Image - IHE Wiki.htm)

http://wiki.ihe.net/index.php/Profiles#IHE_Radiology_Profiles

2022 Yudthaphon Vichianin, Ph.D. 300
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Clinical Perspectives

* Examples
* Research
* Quality Improvement
* Dose Tracking

2022 Yudthaphon Vichianin, Ph.D. 301
* Export DICOM to external storage
* Convert DICOM to appropriated file format
* Niffty format for further processing
* https://nifti.nimh.nih.gov/nifti-1
MRIcron
s =it MRIcron is a cross-platform NIfTI format image viewer. It can load multiple layers of
ﬂ a images, generate velume renderings and draw volumes of interest. It also provides dem2nii
- for converting DICOM images to NIfTI format and NPM for statistics. MRIcron is a mature
and useful tool, however you may want to consider the more recent MRlcroGL as an
ﬁ alternative
N}y Download Now TSR
MRIcron/NPM/dcm2nii 2MAY2016: MRIcron_macOS.dmg (28M) * OR
2022 Yudthaphon Vichianin, Ph.D 302
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Research: Functional MRI

* Using External software such as

. MATLAB & C | @ www/filion.uclac.uk/sp g B P @ o
-
-
* SPM = £
-
- UCL
- —
-
-
SPM Menu: By members & collaborators of the
Welicome Trust Centre for
» Introduction Neuroimaging
» Software Introduction | Seftware | Documentation |
= Courses | Email list | Data | Extensions
» Documentation
» Courses Statisti IP =
» Email list a ISI Ical Farametric
» Data sets Mappmg
» Extensions =
Introduction
http://www.fil.ion.ucl.ac.uk/spm/
2022 Yudthaphon Vichianin, Ph.D. 303
Quality Irnprover nent
DICOM header information = KV, mas
 Dcorn Heaoer B =
rubomedical.com rubomedical.com rubomedical.com rubomedical.com rubomedical.co
VR SIZE HAME DATA -
(0002).(0000) UL 4 Group size 0002 194
(0002),(0001) OB 2 File Meta Information Version [binsry data]
(0002).(0002) UOT 26 HMedia Storage SOF Class UID 1.2.840.10008 5.1 4.1.1
(0002),(0003) UI 46 Media Storage SOFP Instance UID 1.3.12.2.1107.5.2.5.110¢%
(0002).(0010) OT 22 Transfer Syntax UID 1.2.840.10008 1.2 4.91
(0002),(0012) UI 22 Implementation Class UID 1.3.6.1.4.1.19291.2.1
I (0002).(0013) SH 10 Implementation Version Name OSTRIZ001 I
(0002),(0016) AE 6 Source Application Entity Title OsiriX
(0008).(00058) CS 10 Specific Character Set IS0_IR 100
(0008}, (0008} CS 36 Imags Type ORIGINALNPRIMARYM“HEADE
(0008).(0016) UT 26 S0P Class UID 1.2.840.10008 5.1 4.1.1
(0008),(0018) UI 46  SOFP Instance UID 1.3.12.2.1107.5.2.5.110¢
(0008).(0020) Di 8 Study Date 20040305
(0008),(0021) Dk 8 Series Date 20040305
(0008).(0022) Di 8 Acquisition Date 20040305
(0008),(0023) Dk 8 Content Date 20040305
(0008).(0030) TH 14 Study Tine 085922 859000
(0008),(0031) TH 14 Serie=s Time 090019359000
(0008).(0032) TH 14 Acquisition Time 085947 442514
(0008),(0033) TH 14 Content Time 090028 734000
(0008).(0050) SH 2 Accession Number 0
(0008), (0060) CS 2 Modality MR
0008y (00703 1O 8 HManufacturer STEMENS 2
< i '
00000000 00 00 00 00 00 00 00 OO0 00 OO 00 OO 0O OO0 00 OO -
00000010 00 00 00 00 00 00 a0 00 00 00 00 00 00 00 00 00 ]
0o0000z0 00 00 00 00 00 00 0O 00 00 00 00 OO0 00 00 00 0O |
00000030 00 00 00 00 00 00 00 OO0 00 OO 00 OO 0O OO0 00 OO
00000040 00 00 00 00 00 00 a0 00 00 00 00 00 00 00 00 00
00000050 00 00 00 00 00 00 00 OO0 00 OO 0O OO 0O OO0 00 OO
00000060 00 00 00 00 00 00 00 OO0 00 OO 0O OO OO OO0 00 OO a5
http://il-win.softpedia-static.com/screenshots/Dicom-Header-Parser_1.png
2022 Yudthaphon Vichianin, Ph.D. 304
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Dose Tracking

OpenREM therefore provides the tools a qualified medical physicist needs both
to gather data for reference/representative dose reporting and — more
importantly — for monitoring and optimizing radiation exposures as part of an

interdisciplinary dose and image quality radiology team.
# L] @ o

(X,
S OpenREM

Saurce Radiation Exposure Monitoring for the physicist

Free and

ce framework created for the purpose of radiation dose monitoring Tt

2022 Yudthaphon Vichianin, Ph.D.
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Radiation Dose Tracking

RADIANCE is a free, open-source software pipeline designed to automatically

extract and archive CT dose-related parameters from the dose sheets produced by

CT scanners.

.’ance

Contact Ut

script will be available soon.

Radiation Dose Intelligent Analytics for CT Examinations: Home | Features | The Team | Get RADIANCE | Suppol

Recipient of the 2011 Imaging Informatics Open Source Leadership Award at Siwi20m 1

RADIANCE is a free, open-source software pipeline designed to automatically extrg
and archive CT dose-related parameters from the dose sheets produced by CT scal
It was designed at the Hospital of the University of Pennsylvania in Philadelphia, PA H
team of radiologists interested in dose monitoring and quality assurance. The pow
RADIANCE is its ability to extract information from dose sheets produced by legacy
scanners that cannot generate DICOM RDSRs (radiation dese structured reports).

RADIANCE v2.0 is here! Click here to download it. If you are L ding from v1.0, an updat

http://www.radiancedose.com/

2022 Yudthaphon Vichianin, Ph.D.
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Additional concerns
on Clinical Settings

2022 Yudthaphon Vichianin, Ph.D. 307

The ‘Wannacry’ ransomware attack

The attack has hit more than 200,000 victims in at least 150 countries, says Europol

. ¥ ]

i

F
Source: Intel.malwaretech.com < © AP
2022 Yudthaphon Vichianin, Ph.D 308
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*._wanna Decryptor 1.0

Ooops, your files have been encrypted!

\What Happened to My Computer?

Y our important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a
5 > way to recaver your files, but do not waste your time. Nobody can recover your
Payment will be raised on files without our decryption service
51572017 16:25:02

iles?
Time Left Can | Recover My Files”

Sure. We guarantee that you can recover all your files safely and easily. (Butyou _|
have not so enough time.)

You can try to decrypt some of your files for free. Try now by clicking <Decrypt=>
Vour Max will ha loston If you want to decrypt all your files, you need to pay

5/19/2017 16:25:02 You only have 3 days fo submil the payment. Afier thaf the price will be doubled.

Also, If you don't pay in 7 days, you won? be able fo recover your files forever.
Time Left

How Do | Pay?

= = Send $300 worth of bitcoin to this address:
bitcoin

P Ted | 152GqZCTeys6eCjDKE3DypCjXiEQWRVEV1

Contact Us

2022 Yudthaphon Vichianin, Ph.D. 309

CYBERSECURITY STATISTICS & FACTS FOR 2022

* 85% of cybersecurity breaches are caused by human
error. (Verizon)

* 94% of all malware is delivered by email. (CSO Online)

* Ransomware attacks happen every 10 seconds.
(InfoSecurity Group)

* 71% of all cyberattacks are financially motivated
(followed by intellectual property theft, and then
espionage). (Verizon)

* The annual global cost of cybercrime is estimated to
be $10.5 trillion by 2025. (Cybersecurity Ventures)

2022 Yudthaphon Vichianin, Ph.D. 310
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é )
F-35 fighter jets face greater threats from
cyber-attacks than from enemy missiles

Source: Interesting Engineering ¢

The cybersecurity industry is estimated to be worth
over $400 billion by 2027

Source: Ce Pro &

Over 80% of cybersecurity events involve
phishing attacks

Source: CSO Online ¢

Google discovered over 2.1 million phishing sites
as of January 2021

Source: Tessian ¢

2022 Yudthaphon Vichianin, Ph.D.
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Confidentiality

Information
Security

Integrity Availability

2022 Yudthaphon Vichianin, Ph.D.
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Risk

* The term “information security risk” refers to the
damage that attacks against IT systems can cause.

* IT risk encompasses a wide range of potential
events, including data breaches, regulatory
enforcement actions, financial costs, reputational
damage, and more.

https://reciprocity.com/resources/what-is-information-security-risk/

2022 Yudthaphon Vichianin, Ph.D 313

Vulnerability

* Weakness in an information system, system
security procedures, internal controls, or
implementation that could be exploited or
triggered by a threat source.

https://csrc.nist.gov/glossary/term/vulnerability

2022 Yudthaphon Vichianin, Ph.D 314
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Threat

* Any circumstance or event with the potential to
adversely impact organizational operations
(including mission, functions, image, or
reputation), organizational assets, or individuals
through an information system via unauthorized
access, destruction, disclosure, modification of
information, and/or denial of service. Also, the
potential for a threat-source to successfully
exploit a particular information system
vulnerability.

https://csrc.nist.gov/glossary/term/threat

2022 Yudthaphon Vichianin, Ph.D. 315

Motivation

* Motivation of Hackers: Why Do Hackers Do What They Do?

* Hacker Motivation 1: Achieving Financial Gains
* Misusing Data
* Selling Data on the Dark Web
* Blackmailing Victims
¢ Selling Malware

. Hacker Motivation 2: Carrying Out Political Agendas

Stealing sensitive, confidential, or classified data (research, trade secrets, or even
personal information on specmc targets).

* Manipulating or otherwise interfering with elections.

. Hacker Motivation 3: Performing Corporate Espionage

Some companies hire hackers for stealing confidential information from rival firms.
In these situations, hackers are assigned to find leaky or vulnerable databases or
launch attacks on the target organization’s servers or websites.

. Hacker Motivation 4: Proving a Point (Hacktivist)

Some hackers don’t care about money. Instead, they hack to prove their social,
ethical, religious, or political views or to force their views upon others.

2022 Yudthaphon Vichianin, Ph.D 316
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Motivation

* Hacker Motivation 5: Taking Personal Revenge
* Locking their targets’ devices.
* Encrypting or deleting their data.

* Hacking their social media profiles and posting false or
inappropriate content.

* Hacker Motivation 6: Causing Harm for Personal
Enjoyment

* Some black hat hackers hack just to create chaos or to cause
harm or panic. They relish ruining the reputation of a person or
company, interrupting governments’ activities, or destroying
important data. They miﬁht be addicted to hacking and feel a
sense of achievement when they hack a system or defraud
someone.

* Hacker Motivation 7: Mitigating Cyber Threats

* Hackers sometimes hack to attack or stop other hackers from
doing bad things.

2022 Yudthaphon Vichianin, Ph.D 317

Risk analysis

* Risk analysis is the process of identifying and analyzing
Botential issues that could negatively impact key
usiness initiatives or projects. This process is done in
o_rtl:i(er to help organizations avoid or mitigate those
risks.

* Performing a risk analysis includes considering the
possibility of adverse events caused by either natural
processes, like severe storms, earthquakes or floods, or
adverse events caused by malicious or inadvertent
human activities.

* An important part of risk analysis is identifying the
|ootential for harm from these events, as well as the
ikelihood that they will occur.

https://www.techtarget.com/searchsecurity/definition/risk-analysis
2022 Yudthaphon Vichianin, Ph.D 318
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Why is risk analysis important?

Enterprises and other organizations use risk analysis to:

* anticipate and reduce the effect of harmful results from
adverse events;

* evaluate whether the potential risks of a project are
balanced by its benefits to aid in the decision process when
evaluating whether to move forward with the project;

. Flan responses for technology or equipment failure or loss
rom adverse events, both natural and human-caused; and

* identify the impact of and prepare for changes in the
enterprise environment, including the likelihood of new
competitors entering the market or changes to government
regulatory policy.

2022 Yudthaphon Vichianin, Ph.D 319

Steps in risk analysis process

The risk analysis process usually follows these basic steps:

* Conduct a risk assessment survey: This first step, getting input from management and
department heads, is critical to the risk assessment process. The risk assessment survey is a way
to begin documenting specific risks or threats within each department.

* Identify the risks: The reason for performing risk assessment is to evaluate an IT system or other
aspect of the organization and then ask: What are the risks to the software, hardware, data and
IT employees? What are the possible adverse events that could occur, such as human error, fire,
flooding or earthquakes? What is the potential that the integrity of the system will be
compromised or that it won't be available?

. Ana!}/\le the risks: Once the risks are identified, the risk analysis process should determine the
likelihood that each risk will occur, as well as the consequences linked to each risk and how they
might affect the objectives of a project.

* iDevelop a risk management plan: Based on an analysis of which assets are valuable and which
threats wiIIJ)rc_)babI affect those assets negatively, the risk analysis should produce control
recommendations that can be used to mitigate, transfer, accept or avoid the risk.

* ilmplement the risk management plan: The ultimate goal of risk assessment is to implement
measures to remove or reduce the risks. Starting with the highest-priority risk, resolve or at least
mitigate each risk so it's no longer a threat.

* Monitor the risks: The ongoing process of identifying, treating and managing risks should be an
important part of any risk analysis process.

2022 Yudthaphon Vichianin, Ph.D 320
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Risk Management Framework

Establish the o Analyse & . Monitor &
Context Identify Risks Evaluate Risks UCEIREE Review

T— Periodic Review & Continuous Improvement —I

https://survey.charteredaccountantsanz.com/risk_management/midsize-firms/treat.aspx

2022 Yudthaphon Vichianin, Ph.D. 321

Risk Treatment

* Risk treatment involves working through options to treat
unacceptable risks to your business. Unacceptable risks
range in severity; some require immediate treatment,
others can be monitored and treated later.

* Before you decide which risks to treat, you need to gather
information about the:

* method of treatment

* people responsible for treatment

¢ costs involved

* benefits of treatment

¢ likelihood of success

* ways to measure and assess treatments.

2022 Yudthaphon Vichianin, Ph.D 322
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Risk avoidance

* Avoidance: Elimination of the vulnerability that
gives rise to a particular risk so that it is avoided
altogether. This is the most effective solution, but
often not possible due to organizational
requirements.

* Eliminating email to avoid the risk of email-borne
viruses is an effective solution but not likely to be a
realistic approach in the modern enterprise.

* You may decide not to proceed with the activity likely
to generate the risk, where practical. Alternatively, you
may think of another way to reach the same outcome.

2022 Yudthaphon Vichianin, Ph.D. 323

Risk reduction

* Reduce the risk
* You can control a risk by:

* reducing the likelihood of the risk occurring — for
example, through qualit?/ control Erocesses, managing
debtors, auditing, compliance with legislation, sta
trainir(ljg, regular maintenance or a change in
procedures

* reducing the impact if the risk occurs — for example,
through emergency procedures, off-site data backup,
minimising exposure to sources of risk or public
relations.

* Transfer the

2022 Yudthaphon Vichianin, Ph.D 324
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Risk transfer

* Transference: A risk or the effect of its exposure
may be transferred by moving to hosted providers
who assume the responsibility for recovery and
restoration or by acquiring insurance to cover the
costs emerging from equipment theft or data
exposure.

* You may be able to shift some or all of the
responsibility for the risk to another party through
insurance, outsourcing, joint ventures or
partnerships.

2022 Yudthaphon Vichianin, Ph.D. 325

Risk deterrence

» Mitigation/Deterrence: Risk mitigation involves the
reduction in likelihood or impact of a risk’s
exposure.

* Risk deterrence involves putting into place systems
and policies to mitigate a risk by protecting against
the exploitation of vulnerabilities that cannot be
eliminated.

* Most risk management decisions focus on
mitigation and deterrence, balancing costs and
resources against the level of risk and mitigation
that will result.

2022 Yudthaphon Vichianin, Ph.D. 326
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Risk acceptance

* Acceptance: Recognizing a risk, identifying it, and
then accepting that it is sufficiently unlikely or of
such limited impact that corrective controls are not
warranted. Risk acceptance must be a conscious
choice, documented, approved by senior
administration, and regularly reviewed.

* You may accept a risk if it cannot be avoided,
reduced or transferred. However, you will need to
have plans for managing and funding the
consequences of the risk if it occurs.

https://www.business.qld.gov.au/starting-business/protect-business/managing-risk/treating

2022 Yudthaphon Vichianin, Ph.D. 327

Physical / Operational control

* Types of Controls

* You can apply three %eneral types of controls to
mitigate risks, typically by layering defensive controls to
protect data with multiple control types when possible.
This technique is called a layered defensive strategy or
“defense in depth.”

* Operational: Operational controls include
organizational culture as well as physical controls that
form the outer line of defense against direct access to
data, such as protection of backup media; securing
output and mobile file storage devices; and facility
design details including layout, doors, guards, locks,
and surveillance systems.

2022 Yudthaphon Vichianin, Ph.D 328
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Technical control

* Technical: Technical controls include
* logical access control systems

* security systems

* Encryption

e data classification solutions

2022 Yudthaphon Vichianin, Ph.D. 329

Management control

* Management: Management or administrative
controls include business and organizational
processes and procedures, such as security policies
and procedures, personnel background checks,
security awareness training, and formal change-
management procedures.

2022 Yudthaphon Vichianin, Ph.D 330
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|dentifying Vulnerabilities

Many risks to enterprise networks relate to vulnerabilities present in system and service
configurations and to network and user logon weaknesses. For the exam, you should be
familiar with some of the more common tools used to conduct vulnerability assessments,
including the following:

* Port scanners: This software utility scans a single machine or a range of IP addresses,
checking for a response on service ports. A response on port 80, for example, might reveal
the operation of an HTTP host. Port scanners are useful in creating an inventory of services
hosted on networked systems. When applied to test ports on a single system, this is
termed a port scan, whereas a scan across multiple hosts is referred to as a port sweep.

* Vulnerability scanners: This software utility scans a range of IP addresses, testing for the
presence of known vulnerabilities in software configuration and accessible services. Unlike
port scanners, which only test for the availability of services, vulnerability scanners may
check for the particular version or patch level of a service to determine its level of
vulnerability.

* Protocol analyzers: This software utility is used on a hub, a switch supervisory port, or in
line with network connectivity to enable the analysis of network communications.
Individual protocols, specific endpoints, or sequential access attempts can be identified
using this utility, which is often referred to as a packet sniffer.

2022 Yudthaphon Vichianin, Ph.D. 331

|dentifying Vulnerabilities

* Network mappers: Another software utility used to conduct network
assessments over a range of IP addresses, the network mapper compiles a
listing of all systems, devices, and network hardware present within a network
segment. This information can be used to identify simple points of failure, to
conduct a network inventory, and to create graphical details suitable for
reporting on network configurations.

* Password crackers: This software utility allows direct testing of user logon
password strength by conducting a brute-force password test using dictionary
terms, specialized lexicons, or mandatory complexity guidelines. Password
crackers should provide only the relative strength of a password, rather than the
password itself, to avoid weakening logon responsibility under evidentiary
discovery actions.

2022 Yudthaphon Vichianin, Ph.D 332
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Intrusion Detection System

Intrusion Detection System
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Virtual Private Network: VPN

Connect || Cancel

SITE-TO-SITE VPN (ROUTER CONFIGURATION)

2022 Yudthaphon Vichianin, Ph.D.
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Encryption techniques

* AES — Advanced encryption standard, trusted by
many standard organizations. It can encrypt 128-
bit, 192-bit as well as 256-bit. AES is a symmetric
encryption algorithm that is mostly in use today.

AES is used for both rest data as well as at transit.

https://intellipaat.com/blog/tutorial/ethical-hacking-cyber-security-tutorial/encryption-techniques/

2022 Yudthaphon Vichianin, Ph.D
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Symmetric Encryption

Secret Key

Encryption

Decryption

\_—a

Plaintext Ciphertext Plaintext
(Sender) (Receiver)

https://www.encryptionconsulting.com/what-are-encryption-protocols-and-how-do-they-work/

2022 Yudthaphon Vichianin, Ph.D.
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F - | E t . - 7 -
CAWINDOWS\System3z,
IT-security-Related-Regulations-03 72
Archive format 7z Update mods: Add and replace files
Compression level Normal - Path mode: Relaive painames
Compresson method LZMAZ Optons
[[]Create SFX archive
Dictionary size: 16MB
[ Compress shared fies
Word sze: £ [JDelste files after compression
Solid Block size: 268
Encryption
Number of CPL treads: 16 116 Entlr password
Memory usage for Compressing: 2624 MB
Reantar password
Memary usage for Decompressing BMB
Splitto volumes, bytes
[]Show Password
Encrypion mathad
Parameters §
[ Encryptfils names
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Encryption techniques

* RSA — Public encryption algorithm to protect the
data over the internet. It is an asymmetric key
encryption algorithm that uses public and private
keys. RSA is an algorithm based on the factorization
of the product of two prime numbers. If the
receiver knows these numbers only then, he/she
can decrypt the message. RSA finds its applications
in digital signatures but is often slow when a large
volume of data is to be encrypted.

https://intellipaat.com/blog/tutorial/ethical-hacking-cyber-security-tutorial/encryption-techniques/

2022 Yudthaphon Vichianin, Ph.D.

Asymmetric Encryption

!; Asymmetric ; !
Key Pair

—_— Public Key — Private Key ==
Encryption = Decryption
Plaintext Ciphertext PlalnFext
(Receiver)

(Sender)

https://www.encryptionconsulting.com/what-are-encryption-protocols-and-how-do-they-work/
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o
OREILLY TEAMS - INDIVIDUALS ~FEATURES - BLOG CONTENT SPONSORSHIP

S— .
As in Recipe 123, we will use [PSec Transport mode and & GRE tunnel for this encrypted router-to-router connection
[ 3 e configure terminal
SITE-TO-SITE VPN (ROUTER CONFIGURATION) : e, e s e
crypto key pubkey-chain rsa
~chain) taddressed-key 172.16.2.1
ddress 172.16.2.1
tkey-string
864986F7 00016101 5000381 80003681 5028131 GOEBOABZ
$EA338519 OCDISEFF EDFD4723 BED73640 97981CCO 1FCE3FBF SCSDFSTC BCBSCEOA
$CSFESSSD 1E@S5A02 83BSIEFS 35569545 CIZITESF EGCS2A73 44FD2573 15879577
$75595580 B4A4E7E2 SCS15C2D S8F36192 BA7IDBCS A1EGFS29 GESAEDAD ECS69533
$8C425178 48980264 319€832F AESESFS BA7ADIGS SASIBESC GSFSAILE 33020301 G091
isakmp policy 100
sencryption aes 25¢
sauthentication rsa-encr
sgroup
fexit
3)2CrYPta ipsec transform-set TUNNEL-TRANSFORM ah-sha-heac esp-ses 258
ans) fmode transport
texit
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Eu Py posey
EU Privacy Policy
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What is an Information Security
Management System?

2022

ISO27001 (or to give its proper name, ISO/IEC 27001)
is the international standard for Information Security
Management Systems (ISMS)

An ISMS is a set of processes that together help an
organization to manage their information security by
assessing their risks and taking action to reduce
them.

The management system is simply a set of things you
must do to keep on top of your information security

w
B
W

Yudthaphon Vichianin, Ph.D.

Main components

2022

Information security policy — what are your rules on keeping your subject
data secure?

Objectives — what are you trying to do with your data?

Risk assessment and treatment — what could go wrong like subject data leak
and how can you stop it?

Roles and responsibilities — who does what in your research?

gomgetence — does everyone have the skills they need to work with the
ata’

Awareness training — does everyone in your research team know about
information security?

Monitoring and measuring — quantifying what’s going on accessing and
using your subject data.

Internal audit — independent checks that it’s all happening as it should with
your data.

Managlement review — keeping everything in your subject data use under
control.

Yudthaphon Vichianin, Ph.D 344

11/10/2022

172



P-Plan

d
1 ISO/IEC 27002 KN
19

NG

&

Confidential

c
= Information
E Asset
<
Integrity Availability
-
\)
- o
e\@ ISO/IEC 27002 1:9
/’O 00\;
Sy W
C-Check
2022 Yudthaphon Vichianin, Ph.D.

345

Clinical Data Erasure

* How to securely delete files

File allocation table

File name | Creation | First Length
Time cluster
A T1 1 2
B T2 3 4
C T3 7 5
D T4
E T5
File on disk
00 1 2 3 4 5 6 7 8 9 10
10 A B B B B C C C
20 C D D E E E E
2022 Yudthaphon Vichianin, Ph.D. 346
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File allocation table

File name | Creation | First Length
Time cluster
A 1 1 2 oy e
B Deleted |72 3 4 *Marked as Deleted L el
C 3 7 5 -
D T4
E T5
File on disk l File content is still on the device
00 1 2 3 4. 3 6 7 8 9 10
T
10 A 1B B B 1|C C [ [«
20 C D D E E E E
Press: shift + delete (do not put into the recycle bin)
2022 Yudthaphon Vichianin, Ph.D. 347
Recover Deleted Files
OSForensics™ allows you to recover and search deleted files, - T
even after they have been removed from the Recycle Bin. This
allows you to review the files that the user may have attempted
to destroy.
Each deleted file found is displayed with a corresponding
Quality indicator between 0-100. A value towards 100 means
that the deleted file is largely intact, with only a few missing
clusters of data.
2022 Yudthaphon Vichianin, Ph.D. 348
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Deleted File Cluster View

OSForensics also provides a graphical view of the allocation of the deleted file clusters on the physical disk.

File: 010_h.gif
Master File Table Start (Byte offset) Actual length (Bytes)  Additional notes
Resident 511866192 238 In Master File Table

Disk partition cluster allocation map and deleted file fragment allocation

Disk: \\.\PhysicalDrive0: Partition 1

Deleted file is resident in the Master File Table

Key

W Unallocated disk dusters unallocated

jocated disk clusters artial allocation to newer file
Allocated disk clust Partial allacation t fil
W File dlusters allocated to newer

2022 Yudthaphon Vichianin, Ph.D. 349

Clinical Data Erasure

* Clearing

. Clearing is the removal of sensitive data from storage devices in such a way that there is
assurance that the data may not be reconstructed using normal system functions or software
file/data recovery utilities. The data may still be recoverable, but not without special
laboratory techniques.

. Clearing is typically an administrative protection against accidental disclosure within an
organization. For example, before a hard drive is re-used within an organization, its contents
may be cleared to prevent their accidental disclosure to the next user.

* Purging

. Purging or sanitizing is the physical rewrite of sensitive data from a system or storage device
with the intent that the data cannot be recovered. Purging, proportional to the sensitivitg of
the data, is generally done before releasing media beyond control, such as before discarding
old media, or moving media to a computer with different security requirements.

* Destruction

. The storage media is made unusable for conventional equipment. Effectiveness of destroying
the media varies by medium and method. Depending on recording density of the media,
and/or the destruction technique, this may leave data recoverable by laboratory methods.
Conversely, destruction using appropriate techniques is the most secure method of
preventing retrieval.

2022 Yudthaphon Vichianin, Ph.D 350
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Purging

* Sometimes referred to as data clearing, data
wiping, or data destruction)

* A software-based method of overwriting the
data that aims to completely destroy all
electronic data residing on a hard disk drive or
other digital media by using zeros and ones to
overwrite data onto all sectors of the device.

2022

Yudthaphon Vichianin, Ph.D.
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Overwriting Standard

U.S. Navy Staff Office Publication NAVSO P-5238-261%]

U_S. Air Force System Securily Instruction 50200

Peter Gutmann's Algorithm

Bruce Schneier's Algorithm! "%

U.5. DoD Unclassified Computer Hard Drive
Disposition! %]

German Federal Office for Information Securityl'”)

Communications Security Establishment Canada ITSG-
18]
08

HIST 5P-800-38! %!

U.S. National Industrial Security Program Operating
Manual (DoD 5220 22-M)l1Z

NSAICSS Storage Device Declassification Manual
(SDDMYY

Australian Government ICT Security Manual 2014 —
ControlsP'l

Mew Zealand Government Communications Security
Bureau NZSIT 40212

Brilish HMG Infosec Standard 5, Baseline Standard >
British HMG Infosec Standard 5, Enhanced Standard
NIST SP-500-8% Rev. 124

2022

Date

1893
1998

1896

1998

2001

2004

2006

2006

2006

2007

2014

2008

2014

Overwriting pat
attern
Rounds

3 A character, its complement. random

3 Allzeros, all ones, any character
Various, including all of the other listed

11035
methods

B All ones, all zeros, pseudo-random
sequence five imes

- A character, its complement, another
pattern

2-3 Hon-uniform pattern, its complement

R All ones or zeros, its complement, a
pseudo-random pattem

1 B

o P

; Randam pattern (only for disks larger than
15GB)

1 2

1 Random Pattern

3 All ones, all zeros, random

1 Allzeros

Yudthaphon Vichianin, Ph.D.

Notes

Verification is mandatory
Verfication is mandatory

Originally intended for MFM and RLL disks,
which are now obsolete

For unclassified media

No longer specifies any method

Degauss or destroy only

Degauss magnefic media or destroy Top Secret
media

For data up to Confidential

Verification is mandatory
Verification is mandatory

OQutlines solutions based on media type. 2!

352
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File allocation table

File name | Creation | First Length
Time cluster

A T1 1 2

B Deleted T2 3 a4 *Deleted and overwritten

C T3 7 5

D T4

E T5

File on disk l File content is overwritten depending on standards

00 1 2 -.3 4 12 b5 _, 7 8 9 10

10 A 1lp 0 o1 |c C C C

20 D D E E E E

2022 Yudthaphon Vichianin, Ph.D. 353

File Shredder Software (clearing + purging)

* File Shredder is a desktop application for
shredding (destroying) unwanted files beyond
recovery

= p Microsoﬂ§ ¥

lome
Securely File Shredder
Crity Inc = Utilities & tools
Securely File Shredder has been developed as fast, safe and
reliable tool to shred any files and folders.
More
Free+

@ EVERYONE
+ Offers in-app purchases
A\ see System Requirements
2022 Yudthaphon Vichianin, Ph.D. 354
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List of data-erasing software
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L

i

Home

BleachBit

Download Features Contribute Shop Help

Clean Your System and Free Disk Space

2022

Vacuum

» Internet Ex|

[

Yudthaphon Vichianin, Ph.D.
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Darik's Boot and Nuke
https://dban.org/

DBAN Hard Drive Eraser & Data Clearing Utility ForBusiness  Compare

Free Open-Source Data
Wiping Software for
Personal Use

Delete information stored on hard disk drives
(HDDs, not SSDs) in PC laptops, desktops, or
servers. Plus, remove viruses and spyware from
Microsoft Windows installations.

2022 Yudthaphon Vichianin, Ph.D. 3

57

CD-ROM

2022 Yudthaphon Vichianin, Ph.D.
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Destruction

2022 Yudthaphon Vichianin, Ph.D. 359

DICOM Anonymizing

@ IM-0001-0161.dcm - File Viewer Lite - a X
Fle Edt view Image Help Plus+ Q +1|| BLike
Ol Q@ OHC| M Nabe Text Hex Teon
File Information S W ) 14 —+— Resize  Border  Quick Effect

File type: DCM File {.dem)
pens with: Fie Identifier
Size: 514KB (526,592 bytes)
Location: C:\Users\Sharpeneder...
Created: December 3, 2015 10:
Modified: November 11, 2005 7:..
Accessed: December 3, 2015 10:

Image Metadata
Size: 5120512

DPI: 300
Orientation:
XResolution:
‘YResolution:
ComprBitsPerPixel:

DICOM Metadata

File Meta Information Group Length:
Media Storage SOP Class UID:
Media Storage SOP Instance UID:
Transfer Syntax UID:
Implementation Class LID:
Implementation Version Name
Source Application Entity Tite:
Specific Character Set:
Imane Tyne:

2022 Yudthaphon Vichianin, Ph.D. 360
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DICOM Anonymizing

General:
Name Vvalue
0002, 0012 Implementation Class UID modified
0002, 0013 Implementation Class UID "DICOMLIBRARY-100"
0002, 0016  Source Application Entity Title "DICOMLIBRARY"
0002, 0100 Private Information Creator UID empty
0002, 0102  Private Information empty
UID Anonymity: Patient Anonymization:
TAG Name Value TAG N Value
0002, 0003 Media Storage SOP Instance UID unique 0010, 0010  Patient's Name “Anonymizeds A"
0008, 0018 SOP Instance UID unique 0010, 0020  Patient ID “o*
0020, 000D Study Instance UID unique 0010, 0021  Issuer of Patient ID empty
0020, 000E  Series Instance UID unique gg:g. ggﬂi g:’i:{f:;’::‘gié ::::v
, 003 i i y
Visit Anonymity: 0010, 003z  Patient's Birth Time empty
TAG Name Value 0010, 0050  Patient’s Insurance Plan Code Sequence removed
0008, 0080 Institution Name empty 0010, 0101  Patient's Primary Language Code Sequence removed
0008, 0081 Institution Address empty 0010, 0102  Patient’s Primary Language Code Modifier Sequence removed
0008, 0082 Institution Code Sequence removed 0010, 1000 Other Patient IDs empty
0008, 0090  Referring Physician's Name empty 0010, 1001  Other Patient Names empty
0008, 0092 Referring Physician's Address empty 0010, 1002  Other Patient IDs Sequance removed
0008, 0094 Referring Physician's Telephone Numbers. empty 0010, 1005  Patient's Birth Name empty
0008, 0096  Referring Physician Identification Sequence removed 0010, 1040 Patient's Address B empty
0008, 0116  Responsible Organization empty 0010, 1050 Insurance Plan Identification (RET) empty
0008, 1048 Physician(s) of Record empty 0010, 1060  Patient's Mother's Birth Nam: empty
0008, 1046 Physician(s) of Record Identification Sequence removed 0010, 1080 Military Rank empty
g core 0010, 1081 Branch of Servic empty
0008, 1050 Performing Physician's Name empty 0010, 1090 Medical Record Locatar empty
0008, 1052  Performing Physician Identification Sequence removed 0010, 2150 Country of Residence empty
0008, 1060 Name of Physician(s) Reading Study empty 0010, 2152  Region of Residence empty
0008, 1062  Physician(s) Reading Study Identification Sequence removed 0010, 2154  Patient's Telephone Numbars empty
0008, 1070  Operators' Name empty 0010, 2160 Ethnic Grou empt
0008, 1072 Operator Identification Sequence removed 2010, 2180 Oecupation. ampty
0038, 0010 Admission ID empty 0010, 2160 Additional Patlent History empty
0038, 0011 Issuer of Admission ID empty 0010, 210 Pregnancy Status empty
0038, 0016 Route of Admissions empty 0010, 21d0  Last Menstrual Date empty
0038, 001a  Scheduled Admission Date (RET) empty 0010, 21f0  Patient's Religious Preference removed
0038, 001b  Scheduled Admission Time (RET) empty 0010, 2202 Patient Species Code Sequence removed
0038, 001c  Scheduled Discharge Date (RET) empty 0010, 2203 Patient’s Sex Neutersd empty
0038, 001d  Scheduled Discharge Time (RET) empty 0010, 2253  Patient Breed Code Sequence removed
0038, 001e  Scheduled Patient Institution Residence (RET) empty 0010, 2294  Breed Registration Sequence removed
0038, 0020 Admitting Date empty 0010, 2295  Breed Registration Number empty
0010, 2206 Braed Ragistry Code Sequance removed
0038, 0021 Admitting Time empty 0010, 2297 Responsible Person empty
0038, 0030 Discharge Date (RET) empty 0010, 2208 Responsible Person Role empty
0038, 0032 Discharge Time (RET) . empty 0010, 2299 Responsible Organization empty
0038, 0040 Discharge Diagnosis Description (RET) empty
0038, 0044 Discharge Diagnosis Code Sequence (RET) removed
0038, 0300 Current Patient Location empty
0038, 0400 Patient's Institution Residence empty
0038, 0500 Patient State empty
2022 Yudthaphon Vichianin, Ph.D. 361
Procedure Ananymity:
TAG Name value
0040, D001 Scheduled Station AE Title empty
0040, 0006 Scheduled Performing Physician's Hame empty
0040, D00b  Scheduled Performing Physician Identification Sequence removed
0040, 0010 Schaduled Station Name ampty Study Anonymity:
0040, 0011  Scheduled Procedure Step Location empty TAG Name
0040, 0012 Fre-Medication empty
0040, 0241 Performed Station AE Title empty 0020, 0010 Study ID
4 0008, 0050  Accession Number empty
0040, 0242 Performed Station Name empty R
0040, 0243 Performed Location empty 0032, 0002 Study Status ID (RET) empty
0032, 000c  Study Priority ID (RET) empt
0040, 0296 Billing Item Sequence removed ¥ Y T pty
0032, 0012  Study ID Issuer (RET) empty
Results Anonymity: 0032, 0032  Study Verified Data (RET) empty
TAG ame Value 0032, 0033 Study Verified Time (RET) empty
4008, 0042 Results ID Issuer (RET) empty 0032, 0034  Study Read Date (RET) empty
0032, 0035  Study Read Time (RET) empty
Interpretation Anonymity: 0032, 1000  Scheduled Study Start Date empty
e Name T value 0032, 1001 Scheduled Study Start Time (RET) empty
4008, 010 Interpratation Author (RET) ampty 0032, 1010 Scheduled Study Stop Date (RET) empty
4DDB, D114  Physician Approving Interpretation (RET) empty 0032, 1011  Scheduled Study Stop Time (RET) empty
4one, 0118 Disrbution tams (RET) empty 0032, 1020 Scheduled Study Location (RET) empty
4008, 011a  Distribution Address (RET) empty 0032, 1021 Scheduled Study Location AE Title (RET) empt,
4008, 0202 Interpretation ID Issuer (RET) empty 0032, 1030 Reason fnr5|ud!;. (RET) ¢ Emp(:
0032, 1031 Requesting Physician Identification Sequence removed
0032, 1032 Requesting Physician empty
0032, 1033 Requesting Service empty
Equipment Anonymity: 0032, 1040 Study Arrival Date (RET) empty
TAG Na Value 0032, 1041 Study Arrival Time (RET) empty
0008, 0070 Manufacturer empty 0032, 1050 Study Completion Date (RET) empty
0008, 1010  Station Nama empty 0032, 1051  Study Completion Time {RET) empty
0008, 1040 Institutional Department Name empty 0032, 1055  Study Component Status ID (RET] empty
0008, 1090 Manufacturer's Model Hame ampty 0022, 1060 Requested Pracedure Description empty
gg}gf :g?g g:;fﬂ“{,ff‘;‘g‘a:::‘:gmw Manufacturer 5“:: 0032, 1064 Requested Procedure Code Sequence removed
d 0032, 1070 Requested Contrast Agent empty
0018, 1017 Hardeopy Device Manufacturer empty -
0018, 1018  Secondary Capture Device Manufacturer's Model Hame empty 0032, 4000 Study Comments Ematy
0018, 1019 Secondary Capture Device Software Version(s) empty 0040, 2008 Order Entared By empty
bois 101a ion empty 0040, 2008  Order Enterer's Location empty
0018, 101b  Hardeopy Device Manufacturer's Model Name empty 0040, 2030 Order Callback Phone Number empty
0018, 1020 Software Version(s) empty
0018, 1200 Date of Last Calibration empty
0018, 1201  Time of Last Calibration empty
0018, 700c  Date of Last Detector Calibration empty
0018, 700e  Time of Last Detector Calibration empty
0018, 7010  Exposuras on Detector Since Last Calibration empty
0018, 7011  Exposures on Detector Since Manufactured empty
2022 Yudthaphon Vichianin, Ph.D. 362
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DICOM Anonymizer

84 DICOM Anonyrmizer

ANONYMIZE FOLDERS
Sour flder

D:\DICOM Patient:
& search all subfolders

DESTINATION FOLDER

[ estination foider same as source folder

Select source folder

2 filefs)

Ci\Wsers Rutger\Desttop| AnonymizedPatientt

PSEUDONYMIZE
ClFstient 1D -off-

Searching falder '0:\DICOM\PatiertX” and subfolders
seerching for DICOM files [*.], standby..
Searchad 1 falder, found 3 filés of which 3 DECOM flles

‘Anonymizing 3 iles, stondby...
0:\DICOM|Patient\84337122
D/\DICOM|Patient|B4337135
DIVDICOM|Patient|4337148
Finishod, 3 files ananymized af total of 3 in 0.03 saconds

Select destination fokdar

Advanced
options

START
ANONYMIZING

sTop

Help

2022

Yudthaphon Vichianin, Ph.D. 363
& RSNA CTP Launches - o x
7 - o x
RSNA CTP Sysiom | Envaonmen: | Configuraon e | o
D_WW_ Pipeline kmporiService Precessor StorageService ExpornService CMI'- Help
Server Pasamoters
Server port: 80
Cloar logs on start: v
Java Paramstors as ATM XML to AM Dats Service
s Image Acquisibon Site

Maximum memory ook 25¢
Thread stack size:
Extensions (irectory:

Enable SSL debugging:
Enable Java mositoring:
Force 22.bit data modet:

Status: 5topped

2022 Yudthaphon Vichianin, Ph.D

NEA Cllent Pipaine
A Server Pipsane
Priocipal investigator S

364
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i 2+C

SNAX 1112.8 (col)
DrOVaYSan
BONI

KV 120
A 318
Noise Index: 21.4~
50.0
1.260mm38.38 0.884:1

Tit
0.8 HE/00.07

Image blackening feature

DFOVSIIGN
BONE+

KV 120
mA 318
Noige Index: 21,4~

Tit 0.0
0,85 /HE+/00.07

https://www.imaios.com/en/Company/blog/Top-5-Best-DICOM-De-

identification-tools

CHU D
Fi

£ LA SANTE
RANK HUNTER

M18Y/Jan 011900

Id68-
Jan 01 2000
10:23:07 AM

o

612X 612
Msag =1.00
ROT.

Question & Answer
Thank you for your attention

©OO
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DICOM Standard

Yudthaphon Vichianin, Ph.D.
Department of Radiological Technology
Faculty of Medical Technology
Mahidol University

2022 Yudthaphon Vichianin, Ph.D. 367

DICOM: History
€& DICOM

Digital Imaging and Communications in Medicine

NEMA, Suite 900
1300 North 17" Street
Rosslyn, VA 72209
Ph:(703) 475-9217
http://dicom.nema.or
dicom@medicalimaging.org

* Developed by American College of Radiology (ACR) and
National Electrical Manufacturers Association (NEMA).

* ACR and NEMA joined forces and formed a standard
committee in 1983

* The first standard was released in 1985 (ACR/NEMA 300)
* In 1988 the second version was released (ACR/NEMA 2.0)

* In 1993 the third version of the standard was released. Its
name was then changed to "DICOM*

* Current DICOM 3 2016

http://dicom.nema.org/

2022 Yudthaphon Vichianin, Ph.D. 368
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DICOM

* Digital Imaging and Communications in
Medicine (DICOM)

* A standard for handling, storing, printing,
and transmitting information in medical

imaging.
* Including a file format definition and a
network communications protocol.

* TCP/IP to communicate between systems

2022 Yudthaphon Vichianin, Ph.D. 369

Home!

2 INDIAN JOURNAL OF Current issue : f :
- A R ] https://www.ncbi.nlm.nih.gov/pmc/articles/
¥ RADIOLOGY AND IMAGING SL:ESM';‘;?;F'}: PMC3354356/
Preamble (128 bytes) DICOM File Structure
Prefix - ‘D’,'I','C'\'M’ ™
Header:
Data Set >- Header / Tag / Attribute

- Group 1 (0002)
- Element 1 (0002,0000)
- Element 2 (0002,0001)
- Element 3...etc.

- Group 2 (0008)

- Group 3...etc.

J\

Image Pixel Intensity Data:
10011010011001011010100
01011010100100110100110

10100110010110101001001 >-
10011010011001011010100
01011010100100110100111
10100110010110101001 ......

Images

-

Indian J Radiol Imaging. 2012 Jan-Mar; 22(1): 4-13. doi: 10.4103/0971-3026.95396
2022 Yudthaphon Vichianin, Ph.D. 370
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JPEG (.jpg) Permits setting

small image size compression

Low image quality  Images for on-screen
compression level;  at higher degrees of display

(websites and
PowerPoint®

presentations)

GIF (.gif) Good internet Larger file sizes;
good for displaying (256 colors or 256
animations shades of gray)

PNG (.png) Good internet
browser support; with earlier web
good image quality  browsers

Images for display on
browser support; limited color support a website

Limited acceptance Teaching files;
publication; images
for display on a

TIFF (.tif) High image quality

Large file size

website

Master copies of
teaching file; format
preferred by journals
for publication

Indian J Radiol Imaging. 2012 Jan-Mar; 22(1): 4-13.
doi: 10.4103/0971-3026.95396

2022 Yudthaphon Vichianin, Ph.D.

371

Nuclear medicine 128 x 128 16,384 0.16 MP
MRI 256 x 256 65,536 0.06 MP
USG 512 x 512 262,144 0.25 MP
DSA 512 x 512 262,144 0.25 MP
CT scan 512 x 512 262,144 0.25 MP
CR /DR 2048 x 2048 4,194,304 4 MP

Digital mammography 4000 x 5000 20,000,000 81 MP

Digital cameras User defined User defined 3-20 MP

Indian J Radiol Imaging. 2012 Jan-Mar; 22(1): 4-13.
doi: 10.4103/0971-3026.95396

2022 Yudthaphon Vichianin, Ph.D.

372
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LOSSLESS
Original Compressed Restored
_[\
LOSSY
Original Restored
e f
Compressed

Lossless formats are better when higher image quality
is desired, such as for archiving, teaching, and
submission for publication.

2022 Yudthaphon Vichianin, Ph.D. 373

Lossy vs. Lossless Methods

Compress
q ¢ l Compress

]

Decompress Decompress
does not return Letu;rls (ijtala Bl
data back to its Good aeens th Y
original contents enough? original contents e same
L LOSSY » Lossless
— Used with music, photos, video, — Used with databases,
medical images, scanned emails, spreadsheets, office
documents, documents, source code

fax machines

HEMEDGE Y s Edge. s

. L

2022 Yudthaphon Vichianin, Ph.D 374
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Lossless compression

* Huffman coding

* Run-length encoding

* Dictionary coders

* Prediction by partial matching
* Dynamic Markov Compression
* Adaptive Huffman coding

* Wavelet compression

Data Compression Example

* Run-length encoding (RLE) - TIFF

* WWWWWWWWWWWBWWWWWWWW
WWWwWBBBWWWWWWWWWWWWWW
WWWWWWWWWWBWWWWWWWWWW
WWWW

* Replace with 12WB12W3B24WB14W

11/10/2022
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RLE image compression

|s|5|8|9|e]|9]|9]|9]e]30/30

30|22|22(22|22

22

1212

2|5/1|8|6|9]3

30| 6 [22] 2 |12

Repeat J ‘ Pixel

count value

2022 Yudthaphon Vichianin, Ph.D.
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Lossy Compression

* Discrete cosine_transform
* Fractal transform

* Wavelet compression

* Vector quantization

* Linear predictive coding

* Interpolative encoding

2022 Yudthaphon Vichianin, Ph.D

378
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JPEG2000

* JPEG 2000 includes a lossless mode based on
a special integer wavelet filter.

* JPEG 2000 is a wavelet-based image
compression standard.

* |t was created by the Joint Photographic
Experts Group committee in the year 2000.

* The standardized filename extension is .jp2

2022 Yudthaphon Vichianin, Ph.D. 379

DICOM: PS3.14: Grayscale
Standard Display Function

PS 3.14-2011
Page 12

7.1 GENERAL FORMULAS

The Grayscale Standard Display Function is defined by a mathematical interpolation of the 1023
Luminance levels derived from Barten's model. The Grayscale Standard Display Funcfion allows us to
caleulate luminancs, L, in candelas per square meter, as a function of the Just-Noticeable Difference
(JND) Index, j:

a+c-In(j) +e-(In()* +g-(In())> +m-(In(i)*

log,, L(j) = ; 5 3 4 5
1+b-In(jy+d - (Ln(f))y” +F-(Ln(7)” +h-(Ln(j)y* + k- (Ln(j))

with Ln referring to the natural logarithm, j the indsx (1 to 1023) of the Luminance levels L, of the JNDs,
and a =-1.3011877, b = -2.5840191E-2, ¢ = B.0242636E-2, d = -1.0320229E1, e = 1.3646699E-1,f=
2 B745620E-2, g = -2.5468404E-2, h = -3.197B8977E-2, k= 1.2992634E4 m = 1.3635334E-3.

The logarithms to the base 10 of the Luminance L, are very well interpolated by this function over the
entire Luminance Range. The relative deviation of any log(Luminance)-value from the function is at most
0.3%, and the root-mean-square-error is 0.0003. The continuous representation of the Grayscale
Standard Display Function permits a user to compute discrete JMDs for arbitrary start levels and over any
desired Luminance Range.

PS3.14.htm http://dicom.nema.org/medical/dicom/current/output/html/part14.html

2022 Yudthaphon Vichianin, Ph.D 380
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2022

7 DICOM Model of the Real World

A. Composite Information Object Definitions (Normative)

l 1-n
| Study. | [ Eauipment | [Frame of Reference|
et
n
1
—— s =
on on
[ SR Document =4+ Flan
On on
[ Fresentation Stats == Image |
On on
[ Raw Data - wavetom |
On on
[ Tractegrapty Resufts |t Swrface |

on

e B N ey
On On

[ Encepsulated Document | =t-=[ Regitiaton |

RealWorkd alus Mapping |-—

oo
Oon on

| CocMAssﬁstmltl-—-—l Dose ‘
On o

[ CEFESETEED | oy oy s=t |

On o-n
[Ferfom=d Procedure Protoco] =L e[ Treatment Record|

http://dicom.nema.org/medicvéw{&n:ﬂm}adhFpéﬂf?au%p%Q/Rtml/part03.html#chapter_A

Figure 7-2c. DICOM Information Model - RADIOTHERAPY

202

Study 10D

t

<>

RT Images100

RT Doze 100 Image |OD | | RT Plan |1OD)

1, R
i |
<

Set 10D
RT Treatment
Record 10D

0-n al’.}-n
-1 a-’.}-n

w In i
o

O-n ﬁﬂq

e il i\"l }“‘"
br =1
v

http://dicom.nema.org/medicaI/dicom‘c‘urr}ent(,otﬂtput/htmI/figures/PS3.3_7-2c‘svg

Ph D —-
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D

|ICOM:

* Example of
perspective
* PS3.3.htm -- A.2. Computed Radiography Image 10D

* Example of
perspective
* PS3.3.htm -- A.4. Magnetic Resonance Image 10D

* Example of
perspective

* PS3.3.htm -- A.6. Ultrasound Image 10D

in DICOM standard

in DICOM standard

in DICOM standard

Table A.2-1. CR Image 10D Modules

IE Module Reference Usage
Patient Patient L7141 M
Clinical Trial Subject C713 u
Study General Study CF21 M
Patient Study CF22 u
Clinical Trial Study C723 u
Series General Series C7.3.1 M
CR Series Ca&11 M
Clinical Trial Series C732 u
Equipment | General Equipment C751 M
Image General Image C76.1 M
General Reference L1124 u
Image Pixel C763 M
Contrast/Bolus C764 C - Required if contrast media was used in this image
| Display Shutter | C7611 | u
| pevice |ereiz Ju
| Specimen | C7622 | u
[ cr mage [eeiz  [w
Overlay Plane £92 u
Modality LUT C1d U
VOILUT C.11.2 u
SOP Common C£.121 M
Commen Instance Reference |C.12.2 ]

Mandatory =M
Conditional = C
User Option=U

11/10/2022
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Table A.4-1. MR Image 10D Modules

Mandatory =M
Conditional = C
User Option=U

IE Module Reference Usage

Patient Patient cF11 ]
Clinical Trial Subject £713 u
Study General Study £721 ]
Patient Study ci22 u
Clinical Trial Study (BT u
Series General Series. C7.3.1 W
| Clinical Trial Series {73z H
Frame of Reference | Frame of Reference Crad I
Equipment General Equipment C75.1 ]
Image General Image C76.1 ]
General Reference L1124 u
Image Plane L7682 M
Image Pixel C763 M

Contrast/Bolus L7164 C - Required if contrast media was used in this image
Device £7.6.12 U
| Specimen 1cZ622 LU
MR Image | c83l | M
Overlay Plane £92 u
VOILUT L1z u
S0P Common CA21 M
Commen Instance Reference | C.12.2 u

U yudatnapnon Vichianin, Pn.D.

w
1%}
a

DICOM Samples

www.dicomlibrary.com

NICORN | irarygy
<, Softneta

Study Share Service
DICOM Knowledge
Modality
DICOM Tags

DICOM Library is 3 free online medical DICOM image or video file sharing service for educational and

scientific purposes.

Transfer Syntaxes

cops by using Dicom Library
Space storage sTEP STEP
Calculator 21P &r DEM fil Bnonymization
About DICOM Viewer 1 2
About DICOM Library
UPLOAD VIEW & MANAGE

Contacts

Select DICOM file or zi

Modality:CT
Size:31.4 MB
Count:361

Vi
Manage ROADMAP NOTICE:

Modality:MR
Giveczi b7 mp | has made the decision to focus on the development of main Dicom Library features and improvement
of its user experience.

Count:135
Vi

DICOM Library USAGE

2022 Yudthaphon Vichianin, Ph.D

STUDIES SHARED 9 5 7 5 9 7

STEP

SHARE

By clicking Select DICOM file button You agree with our Terms of Service and the Privacy Policy

The personal account functienality will not be developed in the nearest future. Dicom Library’s team

mecdDream

What can you upload?
You can upload DICOM file
or files packed as zip. Zip
must contain DICOM files of
studies, series and others.

How upload works?
Firstly test if it DICOM file or
it will be skipped. Secondly
try anonymize and then
upload file to server. Same
goes for zip file: try to
extract and read file by file,
test for DICOM format or
skip,  anonymize  and
upload. All extracting and
anonymization is made on
your browser.

Share?
You can share uploaded files
via social networks:

facebook, twitter and send
by e-mail.

Anonymization?

At this point - deletes
information  about _patient
and attributes to identify a
person in each DICOM file.
Anonymization is done in
your browser.

Do not upload files with
ation  written  on

386
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DICOM service classes

Yudthaphon Vichianin, Ph.D.

2022 Yudthaphon Vichianin, Ph.D. 387

PACS 12. DICOM service classes

Yudthaphon Vichianin, Ph.D.

2022 Yudthaphon Vichianin, Ph.D. 388

11/10/2022
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DICOM Service Class Examples

* Verification service

* Storage service

* Query/Retrieve service

* Modality Worklist service

* Print (management) service

* Modality Performed Procedure Step service

2022 Yudthaphon Vichianin, Ph.D.

389

Verification Service

Yudthaphon Vichianin, Ph.D.

2022 Yudthaphon Vichianin, Ph.D.

390

11/10/2022
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Requesting AE

C-Echo-Rq
Request to verify DICOM connectivity

C-Echo-Rsp
Response from DICOM-connected unit

(C-Echo protocol

2022 Yudthaphon Vichianin, Ph.D.

Responding AE

391

Storage Service

Yudthaphon Vichianin, Ph.D.

2022 Yudthaphon Vichianin, Ph.D.

392

11/10/2022
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C-Store SCU
(Example: Modality)

= Store SOP Request with image:
//\\ Store newly acquired image

Store SOP Response:
Image stored

C-Store SCP
(Example: Archive)

DICOM C-5tore

2022 Yudthaphon Vichianin, Ph.D. 393

Query/Retrieve Service

Yudthaphon Vichianin, Ph.D.

2022 Yudthaphon Vichianin, Ph.D. 394
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C-Find SCU
(Example: Workstation)

— Find SOP Request:
. ' Find today’s studies

Find SOP Response:
List of today's studies

C-Find SCP
(Example: Archive)

DICOM C-Find example: retrieving a list of all today’s studies from an archive

2022 Yudthaphon Vichianin, Ph.D. 395

Modality Worklist
Service

Yudthaphon Vichianin, Ph.D.

2022 Yudthaphon Vichianin, Ph.D. 396
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Modality Worklist SOP

SOP Class name SOP Class UID

1.2.840.10008.5.1.4.31

Modality Worklist
Radiology Information MWL SCU
(modality)

Syslem

C-Find-Raq: Find current
scanning schedules for this
modality

Send current patient
scanning schedules

C-Find-Rsp: Provide
current scanning

schedules
MWL SCP
(DICOM server or broker)
A /
Y
MWL SOP, based on
C-Find DIMSE

DICOM MWL example: populating imaging modalities with basic patient data

Print (management)
Service
Yudthaphon Vichianin, Ph.D.
2022 Yudthaphon Vichianin, Ph.D. 398
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PRINT SCU : PRINT SCP
E
[ []
Image mdml.lserﬁ 3 Polarity Preseniation LUT
— L —
Generation T i i E Transformation Transformation
I

@...) )J g? ces)

Print

DICOM print

Yudthaphon Vichianin, Ph.D.

LiL il
v

Modality Performed
Procedure Step service

Yudthaphon Vichianin, Ph.D.

2022

Yudthaphon Vichianin, Ph.D.

400
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PACS

RIS Acquisition
Modality
: Send MPPS at the :

beginning of acquisition
d

]

F'

Send MPPS at the
end of acquisition

Store images

Acquire images

g

https://europepmec.org/article/med/15988627

2022 Yudthaphon Vichianin, Ph.D 401
2022 Yudthaphon Vichianin, Ph.D 402
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HL7

Yudthaphon Vichianin, Ph.D.
Department of Radiological Technology
Faculty of Medical Technology
Mahidol University

2022 Yudthaphon Vichianin, Ph.D. 403

HL7: Health Level 7

* Definition: a set of international standards
for transfer of clinical and administrative
data between software applications used by
various healthcare providers.

* Objective: Healthcare systems can ’7
communicate with each other. SRR

95% of US healthcare organizations use HL7 V.

More than 35 countries have HL7 V2.x implementations

https://en.wikipedia.org/wiki/Health_Level_7

2022 Yudthaphon Vichianin, Ph.D. 404
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HL7 Website

C | @ wwwhiT.org

rd Health Level Seven® -
IS INTERNATIONAL OO0

Iﬂ“ Stendaes He e mm

November 2016
HL7® FHIR® Institute &
CDA Implementation Works I

Mark Your Calendar and Join Us!

Denver, CO
November 7-9

==
< | > Denver, Colorado

About HL7 International

Founded in 1987, Health Level Seven International (HL7) is
a not-for-profit, ANS-accrecited standards developing 20 Hl 7° EHIR®
http://www.hl7.org/

2022 Yudthaphon Vichianin, Ph.D. 405

HL7: Health Level 7

* Standard series of predefined logical format for
packaging healthcare data in the form of
messages to be transmitted among computer
system.

* Message: a collection of data that sends
information about an event in the healthcare
organization.

* Interface: data connection between 2 (or more)
computer systems

* Level 7:in the OSI model (7 layers)

2022 Yudthaphon Vichianin, Ph.D. 406
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HL7/: Events

* Registration * Document control

* Orders (Clinical & none ¢ Scheduling and logistics

clinical) * Personnel administration

* Results and observations, Patient care planning

* Queries * Network synchronization

* Finance * Laboratory automation

e Master files and indexes

2022 Yudthaphon Vichianin, Ph.D. 407

HL7: Events

* HL7 messages are used to communicate events that occur in
the clinical order entry module of the HIS/EMR as well as
events that occur in the Radiology Information System (RIS).
These include

1. Creating, amending and canceling a radiology request in
the HIS/EMR sent as HL7 order messages (HL7 ORM)

2. Creating, amending and canceling a radiology request in
the RIS sent as HL7 order messages (HL7 ORM)

3. Progressing the exam in the RIS (arrival, exam start, exam
complete) sent as HL7 order messages (HL7 ORM)

4. Notifying the HIS of a radiology report (result) being
available (interim, final, corrected) sent as HL7 result
messages (HL7 ORU)

2022 Yudthaphon Vichianin, Ph.D 408
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HL7/: Versions

* Version 2.x Messaging Standard — an
interoperability specification for health and medical
transactions (current 2.8.2)

* Version 3 Messaging Standard — an interoperability
specification for health and medical transactions

2022 Yudthaphon Vichianin, Ph.D. 409

HL7: Example of Version 2.x
Messaging

MSH| ~~\& |MegaReg | X¥YZHospC | SuperOE | XYZImgCtr | 2006852909013 1
EVN| | 260605290901 | | | | 200685290900
PID|||56782445*~UAReg"PL| | KLEINSAMPLE~BARRY~Q"IR| | 1962091
Pv1||I|w~389~1~UABH *~~3] | | | 12345*MORGANREXAIA*AMD~@@10"U
O0BX|1|MM| ~Bedy Height]|1.8@|m*Meter~ISO+||]||]|F

0BX|2|NM| ~Body Weight||79|kg*Kilogram~I50+| ||| |F

AL1|1] |~ASPIRIN

DG1|1||786.50 CHEST PAIN, UNSPECIFIED~IS|||A

https://en.wikipedia.org/wiki/Health_Level_7

2022 Yudthaphon Vichianin, Ph.D 410
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HL7: Example of Version 3
Messaging

<POLB_IN224280 ITSVersion="XML_1.8" xmlns="urn:hl7-org:wv3"
xmlns:xsi="http://v w3.org/2001/XMLSchema-instance™>
<id root="2.16.840.1.113883.19.1122.7" extension="CNTRL-3456"/>
<creationTime value="200202150930-0480"/>
<l-- The version of the datatypes/RIM/vocabulary used is that of May 2606 -->
<versionCode code="2806-05"/>
<I-- interaction id= Observation Event Complete, w/o Receiver Responsibilities -->
<interactionId root="2.16.848.1.113883.1.6" extension="POLB_IN224288"/>
<processingCode code="P"/>
<processingModeCode nullFlavor="0TH"/>
<acceptAckCode code="ER"/>
<receiver ty "RCV" >
<device de="DEV" determinerCode="INSTANCE">
<id extension="GHH LAB" root="2.16.8406.1.113883.19.1122.1"/%
<aslocatedEntity classCode="LOCE">»
<location classCode="PLC" determinerCode="INSTANCE">
<id root="2.16.849.1.113883.19.1122.2" extension="ELAB-3"/>

</location>
</asLocatedEntity>
</device> https://en.wikipedia.org/wiki/Health_Level_7
2022 Yudthaphon Vichianin, Ph.D. 411

HL7: Structure of a Message

* Default encoding: | delimiter
* Example of HL7 message (Admission)

MSH|A~\& |IMegaReg | XYZHospC | SuperOE | XYZImgCtr | 20060529090131 -
@50@1| | ADTAARLAADT_ARL1@10529911P12.5

EVNI 1200605290901 | | | 200605290200

PIDI|156782445AAAUARegMPT | |KLEINSAMPLEABARRYAQAIR 119620910 1M1 | 2028-
9AAHL7@0B5ARA99113AAXYZ | 26@ GOODWIN CREST DRIVEAABIRMINGHAMAALA3S
209AAM~NICKELL'S PICKLESA1000@ W 100TH AVEABIRMINGHAMAALA3SZ20@AA0
[1111118105I30001AAA99DEFAAN

PV1| I I IWASBOALAUABHAAAAS] | | |12345AMORGANAREXAIAAAMDARALAAUAMCAL | 1678
9PAGRAINGERALUCYAXAAAMDAR@LAAUAMCAL IMEDI 111 1A@1113579APOTTERASHER

MANATAAAMDAGRL@AUAMCAL L I LETTLEETTEETTTEETTETTTT ] 1200605290900

OBX|1INM|ABody Height!|1.8@ImAMeterAISO+II1IIIF
OBXI2INM|ABody Weight!|791kgAKilogramAISO+|111IF

AL1I11 I~ASPIRIN
DG1I111786.5@ACHEST PAIN, UNSPECIFIEDAIO|IIA

2022 Yudthaphon Vichianin, Ph.D. 412
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Message segments

* Message header (MSH)

* Event information (EVN)

* Patient Identification (PID)

* Patient visit information (PV)

* Observation (OBX) Used to transmit amount, unit,
reference range, and status information about
single observation

* Allergy (AL)
* Diagnostic (DG)

2022 Yudthaphon Vichianin, Ph.D. 413

HL7: Elements of messages

MSH|A~\& IMegaReg | XYZHospC | SuperQE | XYZImgCtr | 20060529690131-
@50@| | ADTAA@LAADT_AR11010529911P12.5 ),

2445AMAUARegAPT | IKLEINSAMPLEABARRYAQAIR | 119620910 M| 12028-

9AAHL7@0B5ARA99113AAXYZ | 26@ GOODWIN CREST DRIVEAABIRMINGHAMAALA3S

209AAM~NICKELL’S PICKLESA1000@ W 100TH AVEABIRMINGHAMAALA3S2QQAA0

\ [11111181051300@1AAA39DEFAAN

([ PV1IIIIWA389ATAUABHAAAAS ]| | |12345AMORGANAREXAJAAAMDARDLOAUAMCAL | 1678 \
9OAGRAINGERALUCYAXAAAMDAROL@AUAMCAL IMED I 111 1A@1 113579APOTTERASHER

\ MANATAAAMDAGATAAUAMCAL L L LLLLLEI Iyl 1200605298900 Z

OBXI1INMIABody Height!|11.8@|mAMeterAISO+IIIIIF

OBX|2INM|ABody Weight!|791kgAKilogramAISO+| 111 1F

(__EVNI 1200605290901 | | 1200605290900 ] )
PIDI 15678 )

ALTIITAASPIRIN

DG1I111786.50ACHEST PAIN, UNSPECIFIEDAIOI|A

* Segment: a collection of data elements relating to one
side of a message.

* Segment ID : 3 first characters.

2022 Yudthaphon Vichianin, Ph.D. 414
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HL7: OBX Imaging Procedure

* Modality worklist

MSHI A~\& | Super0OE | XYZHospClImgScheduler IXYZImgCtr|20060529090136-050
@1 |0RMAD@11010529061P12.5

PIDI | 156782445AA UAReg PI | | KLEINSAMPLEABARRYAQAIRI 119620910 M1 | 2028
-9AAHL700@5ARA99113AAXYZ | 26@ GOODWIN CREST DRIVEAABIRMINGHAMAALA3Z
5209AAM~NICKELL’S PICKLESA10000 W 100TH AVEABIRMINGHAMAALA35200AA

OlTT1110105130001AA99DEFAAN
PVLIITIWA38OALAUABHAAAAST | | | 12345AMORGANAREXAIAAAMDARRLOAUAMCAL | 167
B9DAGRAINGERALUCYAXAAAMDARALIOAUAMCAL IMED | | | | A 113579APOTTERASHE

RMANATAAAMDAG@LOAUAMCAL

ORCINWIU123456101E290051 | | | 1AAA200605291100] | 200605290900 | 54321A50M
ETECHAAGNESAZAAMTAAMUAMCAL | 167 89@AGRATINGERALUCYAXAAAMDAAAUJAMCAL |
| AWPNACPAATA311A5552368~AASNAPHAALAS11A5551212 ] | | AUAMC

ZDSI1.2.33.444.5555.45654321Z0TZArchivel|Application|DICOM

2022 Yudthaphon Vichianin, Ph.D. 415

Message segments

¢ MSH|A~\&|MegaReg|XYZHospC | SuperOE | XYZImgCtr|20060529090131-
050@| [ADTAAQLIAADT_AQ11018529011P12.5

- EVNI 1200605290901 | | 1200605290900

o PIDI1156782445A4AUAReg NPT | | KLEINSAMPLEABARRYAQAIR] 11962@910 IM| | 2028-
9AMHL7@B@5ARA99113AAKYZ | 26@ GOODWIN CREST DRIVEAABIRMINGHAMAALA3S
ZOIAAM~NICKELL'S PICKLESA1000@ W 100TH AVEABIRMINGHAMAALA3SZ200AA0
LT 1@1@5130001AAI9DEFAAN

2022 Yudthaphon Vichianin, Ph.D.
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Message segments

© PV IIIWA389A1AUABHAAAZ] | | | 12345AMORGANAREXAJAAAMDAQ@I@AUAMCAL | 678
9OAGRAINGERALUCYAXAAAMDAGOIOAUAMCAL IMED T | 11 1A@1 113579APOTTERASHER
MANATAAAMDA@@I@AUAMCAL | TLETIETTTEEEEETTETEENET T 1200605290900

‘ UBXIlINMfﬁBody Height! |1.8@ Im MeterAISO+I1I111F
OBX12INMIABody Weight!1791kgAKilogramAISO+I111IF

| ~ASPIRIN

* Diagnostic
DG11111786.50ACHEST PAIN, UNSPECIFIEDAIO|||A

2022 Yudthaphon Vichianin, Ph.D.

Delimiter

* Field separator: 4t character = |

CAr~nAnAnE fAnAratrAr: ~avAd = A

MSHI»"\~\&IMeguRe§|IXYZHOSpCIIrngOrdMgr*IXYZImgCtrI2B@l@529@9@131 05001 |
ADTAADIAADT_AQL1010529011P12.5

* Repetition separator: tilde > ~
PIDI | 156782445A7AUARegNPT | | KLEINSAMPLEABARRYAQAJR | 119620910 1M1 | 2028~
)

9ANHL70@B5ARA99113AAXYZ
)

{
[TTTT119185I30001AAA39DEFAAN

* Field# 11> address—> 2 addresses repeating

2022 Yudthaphon Vichianin, Ph.D.
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Patient Identification segment:PID

PIDI | 156782445AAAUAReg P | | ) 1196209101M1 | 2028-
9AMHL70005ARA99113AAXYZ | 260 GOODWIN CREST DRIVEAABIRMINGHAMAALA3S
209AMM-NICKELL?S PICKLESA1Q000 W 108TH AVEABIRMINGHAMAALA3SZ@@AA0
I1111110105I30001AAA99DEFAAN

PIDI | 156782445AAAUARegAPT | | KLEINSAMPLEABARRYAQAJR| |@| Ml 1 2028-
9AAHL700052RA99113AAXYZ | 260 GOODWIN CREST DRIVEAABIRMINGHAMAALA3S
209AAM~NICKELL’S PICKLESAL0000 W 100TH AVEABIRMINGHAMAALA35200AA0
L1111110105I30001AAAI9IDEFAAN

2022 Yudthaphon Vichianin, Ph.D.

PV1 Segment: Patient Visit

PVLIITIWA3EOALAUABHAAAAZ | | | 12345AMORGANAREXAJAAAMDAGDLIOAUAMCAL | 1678
9OMGRAINGERALUCYAXAAAMDAG@L1RAUAMCAL IMEDT |1 1 1A 113579APOTTERASHER
MANATAAAMDAGALOAUAMCAL LT LTTTELITTETEIT R EET I 1200605290900

PVLIIT( JI 11 112345AMORGANAREXAJAAAMDAQ@LOAUAMCAL | 1678
90MGRAINGERALUCYAXAAAMDAROLOAUAMCAL IMEDI 111 1A@1113579APOTTERASHER
MANATAAAMDAG@L@AUAMCAL LT LTI ETTIELTTETTTTTTETTTT 1200605290900

I
* PV1-7 Attending Doctor

* PV1-8: Referring Doctor

* PV1-9: Consulting Doctor

* PV1-10: Hospital Service (ie. MED/SURG/RAD)
* PV1-44: Admit date/time

* PV1-45 Discharge date/time

2022 Yudthaphon Vichianin, Ph.D.
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Observation Segment: OBX

* Used to transmit amount, unit, reference range,

and status information about single observation.

* Vital sign, blood pressure
* Laboratory result
* Send report (text)

2022 Yudthaphon Vichianin, Ph.D.

OBX

A 1 A A
o 0BX)1C JIABody Height!11.80ImAMeterAISO+ 111 IF

« AT e R ifleter TS0+ 11117

o 0BXI1INM|ABody Height!|( _JimAMeterAISO+I111IF

o OBXI1INMIABody Heightl11.801(C__ JIIIIIF

2022 Yudthaphon Vichianin, Ph.D.
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OBX: Imaging Procedure

MSHI A~\& | Super0OE | XYZHospClImgScheduler IXYZImgCtr|20060529090136-050
@1 10RMACQ11010529061P12.5

PIDI | 156782445AAAUARegAPT | | KLEINSAMPLEABARRYAQAIR| 119620910 1M1 12028
-9AAHL700@5ARA99113AAXYZ126@ GOODWIN CREST DRIVEAABIRMINGHAMAALA3
5209AAM~NICKELL’S PICKLESA10000 W 100TH AVEABIRMINGHAMAALA3S2@@AA

QI1TTT11101@5130001AM99DEFAAN
PVLIITIWA3E9ALTAUABHAAAS | | | 12345AMORGANAREXAJAAAMDAGDLIOAUAMCAL | 167
B9DAGRAINGERALUCYAXAAAMDARALIOAUAMCAL IMED | | | | A 113579APOTTERASHE

RMANATAAAMDAG@LOAUAMCAL

ORCINWIU123456101E290051 | | | 1AAA200605291100] | 200605290900 | 54321A50M
ETECHAAGNESAZAAMTAAMUAMCAL | 167 89@AGRATINGERALUCYAXAAAMDAAAUJAMCAL |
[ AWPNACPAATA3T1A5552368~AASNAPHAALAS]11AS5551212] | | AUAMC

ZDS11.2.33.444.5555.45654321Z0TZArchivelApplication|DICOM

2022 Yudthaphon Vichianin, Ph.D.

HL7: OBX Imaging Procedure

* OBX-18: Accession Number
* OBX-24: DICOM Modality
* ZDS: Study instance UID

* Z segments are custom and can vary from vendor to vendor

2022 Yudthaphon Vichianin, Ph.D 424

11/10/2022

212



Basic Network Design

Yudthaphon Vichianin, Ph.D.
Department of Radiological Technology
Faculty of Medical Technology
Mahidol University

2022 Yudthaphon Vichianin, Ph.D. 425

IP address

* An Internet Protocol address (IP address) is a
numerical label such as 192.0.2.1 that is connected
to a computer network that uses the Internet
Protocol for communication.

* Internet Protocol version 4 (IPv4) defines an IP
address as a 32-bit number.

2022 Yudthaphon Vichianin, Ph.D. 426

11/10/2022

213



11/10/2022

|IP address

https://en.wikipedia.org/wiki/IP_address

Internet

(=

L WP3Player 4 CableNodem - \
% oD - - i

tirssae 1
]

Desktop PC
-
Wireless MedaPlayer IP Camera
° I '
=
Digital camera 7

iPhone

Ertertainment System

https://conceptdraw.com/a886¢3/p1/preview/640
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Outside IP .
(Public IP Router Switch
AN l'

Inside IP
(Private IP)

Router

S

Private IP Address

* A public IP address is a globally unique, meaning
that the address is not an address reserved for use
in private networks

* Computers not connected to the Internet, such as
hospital machines that communicate only with
each other via TCP/IP, need not have globally
unique IP addresses.

* Today, such private networks are widely used and
typically connect to the Internet with network
address translation (NAT), when needed.

11/10/2022
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Reserved private IPv4 network ranges’®]

Name CIDR block Address range Number of addresses Classful description
24-bit block | 10.0.0.0/8 10.0.0.0 — 10.255.255.255 16 777 216 | Single Class A
20-bit block | 172.16.0.0/12 | 172.16.0.0 - 172.31.255.255 1048 576 | Contiguous range of 16 Class B blocks.
16-bit block | 192.168.0.0/16 | 192.168.0.0 — 192.168.255.255 65 536 | Contiguous range of 256 Class C blocks.

https://en.wikipedia.org/wiki/IP_address

Pop quiz
identify public/private IP address

* 8.8.8.8
10.10.10.10
8.8.4.4
202.28.162.1
172.16.255.254
191.154.1.2
192.168.100.2

11/10/2022
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Pop quiz

identify public/private IP address
» 8.8.8.8 public

* 10.10.10.10 private

*8.8.4.4 public

* 202.28.162.1 public
* 172.16.255.254 private
* 191.154.1.2 public
* 192.168.100.2 private

|IP address version 6

* In IPv6, the address size was increased from 32 bits
in IPv4 to 128 bits, thus providing up to 2128
(approximately 3.403x1038) addresses. This is
deemed sufficient for the foreseeable future.

11/10/2022
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https://en.wikipedia.org/wiki/IP_address

IP address assignment

* [P addresses are assigned to a host either
dynamically as they join the network, or
persistently by configuration of the host hardware
or software.

* Persistent configuration is also known as using
a static IP address.

* In contrast, when a computer's IP address is
assigned each time it restarts, this is known as
using a dynamic IP address.

11/10/2022

218



Subnet Mask

* Every device has an IP address with two pieces: the
client or host address and the server or network
address.

* |IP addresses are either configured by a DHCP server or
manually configured (static IP addresses).

* The subnet mask splits the IP address into the host and
network addresses, thereby defining which part of the
IP address belongs to the device and which part
belongs to the network.

2022 Yudthaphon Vichianin, Ph.D. 437

-
— - = —
135.70.2.0 135.70.3.0
(Network IP address) (Network IP address)
Subnet Mask
(Splits IP addresses into the host and

/ network addresses) \
135.70.2.1 1356.70.2.2 135.70.3.1 135.70.3.2
(Device IP address) (Device IP address) (Device IP address) (Device IP address)
Application Clients (End Users) Application Clients (End Users)
2022 Yudthaphon Vichianin, Ph.D 438
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Subnet Mask

* A subnet mask is a 32-bit number created by
setting host bits to all Os and setting network bits to
all 1s.

* In this way, the subnet mask separates the IP
address into the network and host addresses.

Subnet Mask

* Class A, B, and C networks have natural masks, or
default subnet masks:

* Class A: 255.0.0.0
e Class B: 255.255.0.0
e Class C: 255.255.255.0

11/10/2022
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Subnet Mask

* Typically, although the phrase “subnet mask” is
preferred, you might use “IP/Mask” as a shorthand
to define both the IP address and subnet mask at
once.

* In this situation, the IP address is followed by the
number of bits in the mask. For example:

*10.51.2.1/8
* 192.168.30.5/24

2022

Yudthaphon Vichianin, Ph.D.

441

192.168.100.1/24

IP Address: 192 . 168 . 100 1
IP (Binary):i1 1000000.10101000.01100700:. ODODOOOT
.m"m"m"m"mm":"mziuz .................................... ﬁ;;ﬁ; .....
SM (Binary): mi ..... O EE TR 1T 00000000
Subnet Mask: 255 . 255 . 255 0

11/10/2022
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0 8 16 24 32
I 1 [l 1
Host ID Class C Network
| 2 | = = ‘ (8 bits) | 200.13.94.0
0 Subnet ID Bits
1|1|1|1|1‘1‘1|1 1|1|1|1‘1‘1‘1‘1 1‘1‘1|1‘1‘1‘1‘1 00000000 Earrry .
) (1 Subnet,
255 255 255 0 254 Hosts)
http://www.tcpipguide.com/free/t_IPCustomSubnetMasks-3.htm
0 8 16 24 32
I 1 [l 1
Host ID Class C Network
| 200 | @ o4 ‘ (8 bits) | 200.13.94.0
0 Subnet ID Bits
1|1|1|1|1‘1‘1|1 1|1|1|1‘1‘1‘1‘1 1‘1‘1|1‘1‘1‘1‘1 00000000 e
) (1 Subnet,
255 255 255 0 254 Hosts)
1 Subnet ID Bit
[l f[a el [l [ [l 1] 7 Host I Bt
(2 Subnets,
255 255 255 128 126 Hosts Each)
2 Subnet ID Bits
1|1|1|1|1‘1‘1|1 1|1|1|1‘1‘1‘1‘1 1‘1‘1|1‘1‘1‘1‘1 1‘1 6 Host ID Bits
(4 Subnets,
255 255 255 192 82 Hosts Each)
3 Subnet ID Bit
1|1|1|1|1‘1‘1|1 1|1|1|1‘1‘1‘1‘1 1‘1‘1|1‘1‘1‘1‘1 1‘1‘1 5 Host ID Bits
(8 Subnets,
255 255 255 224 30 Hosts Each)
4 Subnet ID Bit
1|1|1|1|1‘1‘1|1 1|1|1|1M1‘1‘1 1‘1‘1|1M1‘1‘1 1‘1‘1‘1“ 4 Host ID Bits
(16 Subnets,
255 255 255 240 14 Hosts Each)
5 Subnet ID Bit
1|1|1|1|1‘1‘1|1 1|1|1|1‘1‘1‘1‘1 1‘1‘1|1‘1‘1‘1‘1 1‘1‘1‘1|1q 3 Host ID Bits
(32 Subnets,
255 265 255 248 & Hosts Each)
& Subnet ID Bit
1|1|1|1|1‘1‘1|1 1|1|1|1‘1‘1‘1‘1 1‘1‘1|1‘1‘1‘1‘1 1‘1‘1‘1|1|1q 2 Host ID Bits
(84 Subnets,
255 265 285 252 2 Hosts Each)

Figure 69: Custom Subnet Masks for Class C Networks

http://www.tcpipguide.com/free/t_IPCustomSubnetMasks-3.htm
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Exercise

* Ex1: 10.51.2.1/8

* Subnet mask =

* Host ID=

* Network ID=

* Ex2: 192.168.30.5/24
* Subnet mask =

* Host ID =

* Network ID =

2022 Yudthaphon Vichianin, Ph.D. 445

Ex1: 10.51.2.1/8

0 8 16 24 32

HIRIRNNENENNRNERNRNENNRANINENE

Ex2: 192.168.30.5/24

0 8 16 24 32

HINIRRNERENNRNNRNRRENRRANENERE

2022 Yudthaphon Vichianin, Ph.D. 446
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Dynamic IP addresses

* Dynamic IP addresses are assigned by network
using Dynamic Host Configuration Protocol (DHCP).

* DHCP is the most frequently used technology for
assigning addresses. It avoids the administrative
burden of assigning specific static addresses to
each device on a network.

2022 Yudthaphon Vichianin, Ph.D 447

Dynamic IP addresses

* The address assigned with DHCP is associated with
a lease and usually has an expiration period.

* If the lease is not renewed by the host before
expiry, the address may be assigned to another
device.

2022 Yudthaphon Vichianin, Ph.D 448
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https://en.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol

Broadcast addressing

* Broadcasting is an addressing technique available in
IPv4 to address data to all possible destinations on
a network in one transmission operation as an all-
hosts broadcast.

* All receivers capture the network packet. The
address 255.255.255.255 is used for network
broadcast.

Standard Ports

* Hypertext Transfer Protocol (HTTP) =80

* Digital Imaging and Communications in Medicine =
104 (DICOM; also port 11112)

* Hypertext Transfer Protocol Secure = 443

11/10/2022
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1
13
15
17
18
19
20
21
22
23
25
27

+| TCP o

Reserved

Yes Assigned

Assigned
Assigned

Assigned

Yes
Yes
No Unofficial
Yes
Yes

Unofficial No

Yes Assigned
Yes Assigned
Yes Assigned
Yes Assigned
Yes Assigned

Assigned

Yes12)

Yes(12]
esl12

ves!12

Assigned

Well-known ports [nide]

Description
In programming APIs (not in communication between hosts), requests a system-allocated (¢
TCP Port Service Multiplexer (TCPMUX). Historic. Both TCP and UDP have been assigned
compressnet (Management Utility)1®!
compressnet (Compression Process)l]

Remote Jab Entry!® was historically using socket 5 in its old socket form_ while MIB PIM ha:
UDP 5 toit

Echo Protocoll 001!
Discard Protocoll ™!
Wake-on-LANI
Active Users (systat service)l'*I18]

Daytime Protocoll”)

Previously netstat servicel2ll13]

Quote of the Day (QOTD)'

Message Send Protocoll 120

Character Generator Protocol (CHARGEN)E2!)

File Transfer Protocol (FTP) data transfer"")

File Transfer Protocol (FTP) control (commamd):1 nn2)22p23]

secure Shell (SSH).[" secure logins, file transfers (scp, sfip) and port forwarding
Telnet protocol—unencrypted text communications! 11241

Simple Mail Transfer Protocel (SMTP),12%] ysed for email routing between mail servers

nsw-fe (NSW User System FE)1!

https://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers

2022

Yudthaphon Vichianin, Ph.D. 451

Class A Network

2022

PC-PT
PCO

PC-PT
PC1

PC-PT IP
pC2

2060424TT
Swcho

=
PC-PT
| PC4 P
=)

PC-PT

PC3
IP
Yudthaphon Vichianin, Ph.D 452
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Class B Network
1P o /% P
\\
— T
-
IP “ecer | g
PCi | PPDCZT P
=)
PC-PT
PC3
IP
2022 Yudthaphon Vichianin, Ph.D. 453
Class C Network
P = /% IP
_ PCO P2
\\
/‘231::3:\
IP Secer | \g
PC1 PC-PT P
| PC4
=)
PC-PT
PC3
IP
2022 Yudthaphon Vichianin, Ph.D 454

227



Basic Network
Troubleshooting

Yudthaphon Vichianin, Ph.D.
Department of Radiological Technology
Faculty of Medical Technology
Mahidol University

2022 Yudthaphon Vichianin, Ph.D. 455

Window command box

* Open search in widow

< Type command <enter>

icrosoft Windows [ Version 10.0.159044.2130] ~
(c) Microsoft Corporation. All rights reserved.

C:\Users\usera>

v

2022 Yudthaphon Vichianin, Ph.D. 456
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Ping command

* ping hostname

* ping ipaddress

ipconfig

* In command box

* Type ipconfig
C:\Users\usera»ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS sSuffix

Link-loczl IPVG Address . . . . . : £e80::243%:d4b3:bac3:£f2betl?
IPv4 Address. . . . . . . . . . . - 1l8z.les8.2.17

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : 18z.1e8.2.1

11/10/2022
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ipconfig
* In command box
* Type ipconfig /all

C:\Users\usera>ipconfig /all

Windows IP Configuration

Host Name

Primary Dns Suffix
Node Type . . . .
IP Routing Enable
WINS Proxy Enabled.

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Description

Physical Address.

DHCP Enabled.
Autoconfiguration Enabled
Link-local IPvE Address
IPv4 Address.

Subnet Mask

Default Gateway

DHCPvE IAID

DHCPv¥6 Client DUID.

DNS Servers

NetBIOS over Topip.

ytp-ws—1ill

Hybrid
No
No

Intel (R) Ethernet Connection (14) I219-LM
30-D0-4Z2-EF-&2-C4

No

Yes

fe80::243%9:d4b3:bac3:f2betl7 (Preferred)
192.168.2.17 (Preferred)

255.255.255.0

182.168.2.1

57362438¢
00-01-00-01-2A-80-CA-58-30-D0-42-EF-62-C4
8.8.8.8

4.4.4.4

Enabled

11/10/2022
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Command Prompt

Microsoft Windows [Version 10.0.19044.2075]
(c) Microsoft Corporation. All rights reserved.

C:\Users\USER>ping google. com

Pinging google. com [216.58.200. 14] with 32 bytes of data:
Reply from 216.58. 200. 14: bytes=32 time=314ms TTL=111
Reply from 216.58. 200. 14: bytes=32 time=381ms TTL=111
Reply from 216. 58. 200. 14: bytes=32 time=402ms TTL=111
Reply from 216.58. 200. 14: bytes=32 time=159ms TTL=111

Ping statistics for 216. 58, 200, 14:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 159ms, Maximum = 402ms, Average = 314ms

C:\Users\USER>

Ping command

|C:\Users\USER>ping 216.58.200. 14

Pinging 216. 58, 200. 11 with 32 bytes of data:

Reply from 216.58.200. 14: bytes=32 time=33ms TTL=111
Reply from 216. 58. 200. 14: bytes=32 time=29ms TTL=111
Reply from 216.58.200. 141: bytes=32 time=30ms TTL=111
Reply from 216.58. 200. 14: bytes=32 time=30ms TTL.=111

|Ping statistics for 216.58. 200. 14:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 29ms, Maximum = 33ms, Average = 30ms

11/10/2022
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Cable Checking

2022 Yudthaphon Vichianin, Ph.D. 463

CABLE RJ45 + RJ11 RJ11 + RJ45
TESTER

E

OFFON S

8
G

MASTER
NS-468

CPJ20 16T 0318

2022 Yudthaphon Vichianin, Ph.D. 464
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Hand-on

Group of 4

2022 Yudthaphon Vichianin, Ph.D. 465

Class A network in Cisco Packet Tracer

10.10.10.11/24

— ] 10101015/24
PPITE;T / E{
\\_
— 23?»'53? \
| o 10101014724
|
g
PC-PT

PC-PT
PC4

10.10.10.12/24 [}~

PC-PT
pCt

PC3

10.10.10.13/24

2022 Yudthaphon Vichianin, Ph.D 466
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Network Lab Day

LAN — class C

Basic Local Area Network (Class C) (manual 1P addressing) Lab
Class C: 192.168.0.0 to 192.168.255.255

Please create 5 pes LAN using IP adress starting from 192, 168,10, 1 - 192,168.10.5

Radiclogy department

11/10/2022
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LAN — class B

Basic Local Area Network (Class B) (manual IP addressing) Lab
Class B: 172.16.0.0 to 172.31.255.255

Please create § pes LAN using IP adress starting from 172.16.5.10 - 172.16.5.14

Radiclogy department

2022

Yudthaphon Vichianin, Ph.D.

LAN — class

Web server with dients in Class A network {custom home page) Lab
Class A: 10.0.0.0 1o 10.255,255.255

Please create 5 pes LAN using IP adress starting from 10.51.101.100 e PSSz

Radielogy department

10.51.101.100

10.51.101.103

10.51.101.104

J
PC-PT
BC4

10,51,101,102

A0
\

=
PC-BT
2

»

Server-PT
Serverd
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Very basic HTML

<!DOCTYPE html>

<html> HTML Links

<body>

HTML links are defined with the a tag:
<h2>HTML Links</h2>

<p>HTML 1inks are defined with the a tag:</p> This is a link
<a href="https://wwu.w3schools.com”>This is a link</a>
</body>
</html>
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Index.htm

index.htm x

C' [ filey//C:/Users/myuser/Desktop/index.htm =

My First Heading

My first paragraph.
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192.168.1.102/24
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192.168.1.101/24 192.168.1.201/24
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192.168.1.1/24 192.168.1.2/24

4 ol
PC-PT
PC3

192.168.1.202/24
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S

PC-PT PC-PT

pC2 PCS
102.168.1.103/24 192.168.1.203/24
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